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‘makeA 7 a3 DIESE
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id:runlevel:action:process

id (BRI F) . runlevel (G LAJL) | action (BI{ERESE) .
process (E{Ta<T k)

action 1E

boot runlevelZEHRL T, £ TDrunlevel CUORT LT —FRIZETT S

bootwait boot& R FRT=AN. initldprocess 74— LR DB NR T T H5FETROUIES
BB L 70N

sysinit boot. bootwait& FE#kf=H. boot. bootwait& Y FEIZEITT S

initdefault TIHILEDSULARILDERTE

wait HESNzrunLARNIVIZH S E—EZITEITEIN., initlEprocess 74— ILF DAL
ENRTTH5ETROUNEAEIELAL

respawn process 74— JLEDMIEBNER T LI-BEET 5

powerfail UPSTEE D/ Ny TUBREMN VG- =C¢E R LT-1B S . process714—ILK
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powerokwait powerfail EEFRTZA . initlX ZDITDprocess 74— ILEDNIBHIIR T §5FE T
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rw T274ILY AT LaZWrite Read TY T %
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ifconfig., route. ping. arp. netstatZFENEHE R LZRINT—IZD
AT ZERELTEWMELNH D,

AR

# ifconfig NICH IP7RL X /VIX—X

# iwconfig NICE& essid ESS-ID

# route add —net IP7AL X gsw GWFPKRL X netmask ¥.XZ NICE

TAAME 21— 3 MRFEORYNT—OZRET7AIL
Redhat$ : /etc/sysconfig/*
Debian® : /etc/network/*

/etcETDI7AILEE IS H AR
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/etc/resolv.conf

D247 rDENEDHEEHETE

BNIDERTE 771 L

/etc/named.conf

BINDDEXEI7AIL

BIND db771)

L (named.confAA[ZE2 &%)

/var/named/named.ca

I—bR— LY —/\TFRL R

/var/named/named.local

localhostDIEG|IET7 1)L

/var/named/named.local.rev

localhostDFF|IET7A )L

/var/named/named.hosts

J—URAMDIESIET7AIL

/var/named/named.hosts.rev

J—URARDHEF|IZETFAIL

db 7 7AILIZDWTIEERMIZT7AMILBITEE
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"IESIET7AILDBI

@ IN SOA Ipic.jp. root.Ipicjp. (
2010103001 ; serial
3600 . refresh(1H)
900 ; retry(15M)
604800 - expire(1W)
86400 : minimum(24H)
)
IN NS ns.lpicp.

ns IN A 192.168.0.1

Ipicjp. IN MX 10 ns.lpicjp.

wWwWwW IN CNAME ns

SOA: EETARAMUIZEET 15

NS FDRALDR— LY —/\DIEFE
A RAFDIPFRLADIETE

PTR :IP7FL RIZX T BRANE
CNAME : (RRAF B DI AT X (Hl4)
MX priority : *— L H—/\DIETE
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208.2 WebH—E XD RSF
208.3 7OFX L H—/\DFEE

COEEDRAF
WebH—/\DIEZE, BRTED BN P ILEL S, WebH—/\TFTYFr—3>
[XApache (£ [ZApache 2R)ZExHRELTWND, RV TFEEE.
54T U EREE (BASICEREE, F AV AREREE) . (RIERR |,
SSLERE = Dhttpd.conf D HNEE N NHE

FH-70F 0 — /N IZTDOWTITE R squidDEREFFENANE,
f=1=Lsquid.conf® 7O A) AR EBETENIX LKLY,

Linux
Professional
Institute © LPI-Japan 2009. All rights reserved. 28



f‘il,o .

E%EZOB Web-lj-_t“x ’,m CORP.

Evo7vTfRER
“ httpd.confD ¥ 1E
httpd.conflX KEL3 DI aVIZERAIFEINS
— Global Environment: Apache DEIMEIRIED R EZXITOTEI 3y
— ‘Main’ server configuration: Apache DEIMEZXERTE T o203y
— Virtual Hosts : 1 DDV TIDLULED Y —/N\%ZFEE

BREDEEXT+—T Yk
FaLOFT1T INSA—H

TALOT17>
TaLOT0T INTGA—H
TAL DT 1T INTGX—H

ST OT >

RELIGZTALOT17
ServerRoot : Apache DEZE T 4L 4 k) PortApache D E{fER— b
DocumentRoot: ¥ a1 AV MERE S HIL—bT AL IR
Directorylndex: URLT AL OR)INRATT IAILERTENDT7AIL
.. AccessFileName: 77 #XaVrA—LT7 A/ ILIERE
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2 nIE:&E(BASIC nL‘.\nIE Dlgest n‘.\nIE)
htaccess%o) S IT7AIVIZER iR

AuthType Basic (or AuthType Digest)
AuthUserFile /etc/httpd/ . htpasswd
AuthName “User Check”
<Limit GET>
require valid—user
</Limit>
INAT)—FREROOTURTIDERFE/NNRT—REHRTET 5,
BASICEEEE D15 & [EhtpasswdaA VK, Digesti2iE [Lhtdigesta< R

BERKWEFo1——V08TE
MaxClients: JO TR MEIBT BH=DICEBINBIZFTACLRDRERBEHRT
MaxSpareServers: 2= TOA DR A
MinSpareServers : 22T O XD/
MaxKeepAliveRequests: KeepAlive P2 O T X2 {F D [B]$1 %3

:_I'II
I

)d"
il
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EENLHERERP
209.1 Sambat—/\DHRTF
209.2 NFSH—/\D R E

ZDEFEDRAb

Samba, NFSZF|AL=T770IL Y —/\IZBAT BB E, SRENFILEL S,
M AT LEICLnuxIZ5AT7 Do DR HLMBERICESEN D,
ZDfth, SambaTlEWindows Ry —H%BELI=T7—9TIL—T D

% 7 WPNFSTldprotmapperf>7 7t A TCPwrapper (£ 18 ) TO HlfEH A
EENS,

HHAAROERTET7AIL. A RFIRAORBNIELKR O NS,
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Evo7 v IR
-smb.confD §&1&
- [global]l oL a3 [ HRFIEIavhniisd,
—~ INGA—R = ERTE

workgroup Sambat—/\HFETHT—0T IL—TDIEE
os level oY EEIZHEAINGEBLE
domain master KAL2 R RA- TSSO DERTE

& F lLtestparamaA YU R CEFTVIEITD

-sambaZ 5147k
- smbcliant :AYKRR—XADIZAT 2k
— smbmount :smb77AILI AT LZF< ) RAJRE
mount —t smbfs&RICIRA &L
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‘NFSH—/\DERTE
/etc/exports CHHELTE
[(HEBLE-WTALORM)] [2RATH2BFN[ATav)) ..
ex. /mnt/cdrom 192.168.0.0/255.255.255.0(ro)

ro FEAIAF+ D FHEFA]
rw Bt AH EEZIAAHEDIEF
root_squash 54T b DroottERE N T H(TIA4ILE)
no_root_squash D547 2 kDroottE R ERE LAY
all_squash DSAT D L—FIERZTENILT S
noaccess — U7 U RZEFA L0

‘NFSOZAT7 2k

# mount —t nfs NFSH—/\FRL X LN T 1L IR TR AR12 A

showmount, nfsstatZF NERIAT L

Linux
Professional
Institute © LPI-Japan 2009. All rights reserved. 33



¥ s .

210 RURT—H95( T UL DEE 4d...

SENSHHERED
210.1 DHCPDERTE
210.2 PAM:23
210.3 LDAPOSA 7D FIBAE

CDEFEDRAE

LANND YT —2054T7 O ERIZEAL T, DHCPIZELKA7RL R
EIE PAMICKAEIIEE, LDAPIZLA1—UEEAMBO P ILEL D,
DHCPIZBAL TIZ B ARG TE. RSFETEENNSHHLDAPIZEEL TIX
EEERZRFE A Pl PAMERSEIEXS AT LO—AHILTOERENBEHNS,
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- dhcpd.conf@® E A& 3L
RTETRINEIY B TRIREL DM FIEEEEL THL,

INTA—A:

v WA Vs
O — |

}

subnet 192.168.0.0 netmask 255.255.0.0 {

option routers 192.168.0.1;
option subnet-mask 255.255.255.0;
option domain-name “Ipic.jp";

option domain-name-servers 192.168.0.1;
range 192.168.0.10 192.168.0.30;
default-lease-time 21600;

max-lease-time 43200;
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7

Py
=

-PAMEREE
REI7AILIE/ etc/pamdLL T
- IT7AIVDERT+—< vk
<type> <control> <module—path> <module—arguments>

Ak
type :auth. account, session
control:requisite. required. sufficient

auth :ZB3E

account: BAR AN D HEEE
password: /NAT—RZEELE
session: A9 /> AT 7 HREDEE

requisite: FREEEE TR LIS LD LEZ1THT TR,
required: BREEEE TR MLTH, LIFDONEFTIT,

sufficient: BREEAEITRINL =5, LIFDANIEZEITH T B Th EHIER,
optional : BB [ZBHRESLEZI1TD
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v EEE210 AR T—HISATURDEE

Bz (L
auth sufficient pam_unix.so X1
auth required pam_deny.so X2
account required pam_unix.so *3
session required pam_unix.so X4

X1 :pam_unix|E/NRAT—KIZ& B —HEBEE, B9 NuldsufficientT
UBEDFTvI%1T4 T [TauthHAELTI,

32 :pam_deny [FEEFHIZEEERT , X1 TERR G Dauth [THT LK ,

X3 NRAT—FDEZNEARGEEZFHER, required D TRIILAELVE,
accountlX LB,

X4:wylavRA(@ATA2 BT 7ok TAY EERFE,

type. controlDZNZNDEKEEES TFEMET S, FIEED
EERMNEETETLINIL., ERIFOK,

IR DPAMEREIER EIFSHICIEEAMEZ TWVAH, LEEA T av e
L\<’Jb\O)moduIe’éHﬂZTL\*Llin't%ﬁiﬂl&L'C(Et7')70
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SENSHHERED
2111 BFA—ILY—/\DEFH
2112 O—HILDEFA—ILEIEZEET S
2113 ) E—FDEFA—-ILEREZEHETS

CHOFEDRAUE
BFA—IILY—ERXREMRICET HEEAKRDOONS, SMTPD B ZEHIIRIZ
MTAI[EPostfix¥sendmail, MDAIEprocmail D &N A K HHN S,
H—/\EXTFE CTlEPostfix B ilyE7E B AN, alias, maila< 2 FZE D sendmail
THALTWW=EEB LS EN . S lFTPostfixMDsendmail B HAHEREIZ LS T
HIN—N TS,

T A= ILOSAT7 U MUDEHELEFEN ., POP3IZINZ TIMAP4Y,

MEsmFEET>TWNVS, H—/\Y Tk 7L CourierIMAP/POP.
DovecotH (IMAP/POPH—/\) X & .
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v X211 BFA—IY—ER &) ..

Evo7 TR
-BFA—ILY—E X

SMTP

s N

Postfix(MTA)

procmail (MDA) POP

A 4

mbox or Maildir / R\‘

Courier POP/IMAP ||
Dovecot
K ‘3@ IMAP j
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f‘ilrbn .

IEEZ.I 1 %?)‘—)V&—EZ "chonp.

Postfix DR TE
main.cf N ELREIT7MILEL S, Al BEREREZFXITOHESICIE
master.cfZ 89 H_&IZHAN, ERMIZITEZE B LA TRIELLY,

=main.cf® 3%
[INSA—E = [E] TEREZTIT D,
myhostname = my.Ipic.jp
mydomain = Ipic.jp
myorigin = $mydomain
mynetwork = 192.168.1.0/24, 127.0.0.0/8
home_mailbox = Maildir/

-sendmail B D EREERTE
/etc/aliases. .forwardZ+ F| FA O] &8E
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-procmail DR 5E
procmailrcl 2581k, LI EXN01MBIFESDY .. RDI:01F=[FEOF
FTHIDDLIUEEATEINDS,

:0 [Z5% 1[:lockfile_name]
* G
Fovav
LYERBRER s
72549 procmail ND Ay t— DEL A (BREH])
Ay 774 A— LB DOV TF7AIL (BREA])
FHX *TIREY ., RETHA—ILDEHZFIEFRFKIR TioR
Toay FHEmLEBEICEITINIAS

Ipic@hicorp.cojpFEMD A —)LZ$MAIL/Ipicl ZBZ{E

:0
"From:.*xIpic@hicorp¥.co¥ jp
$MAIL/Ipic/.
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= iﬂéﬁﬁﬁgﬁ
2121 )L—3% T 5
2122 FTPH—/\D{RE
2123 X217 )L (SSH)
212.4 TCPSw/\—
2125 X1 T1 %7

CDEBEDRAUE
FIZRYNT—=OF7 0 ADEF ) T4IZBEALTORMBHAFILELD,
thily &7 BT — < [ Liptables, FTPH—/\ (vsftpd, Pure-FTPd%E) M
AnonymousZ% 7 . OpenSSH., TCPwrapper. {2 A& %0 (snort) .

SFH LWL, IRAUMEIIL—R2—ERTFEESSH, ZDHDIERIZDULNTIE
BEE RN A2 0
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’ m@z\/

\”’Dﬁ

Evo 7y TR
- JL—R—MDERTE (iptables)
INT YR T4 ILRIZBEL Tldiptablesa< R FIHT 5,
T—I,. FzA2 3= yb . AT a0 DRIEHEHE TS
HEL, EQFOGHERIZEEINEEZD,

ex. EIETT7 KL AN 192.168.1.0/24D 1\ v +EDROPT B IL— )L %
filterT— 7 JLOINPUTF A > IZ1B0
# iptables —t filter —A INPUT —s 192.168.1.0/24 —j DROP

*SSH

DA T U NHBATIEARBEEREE. bR T HHRA Uk,
H—/\E% 7E TlEPermitRootLogin, PasswordAuthentication.
PubKeyAuthenticationZF D E%TE MWRA U MMI4E 5,
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2 E12 VRFADEF YT 0.

 TCPWrapper
NFS¥Bk R H—E AN LRI A RIRELE 7 Ut X HIHIEEE
inetd, xinetdE DS H(ZKY . EHDHY—/\Z—THIIZHIEHT S,

% E [Xhosts.allow (E51]) . hosts.deny (3EE) [ZE>TITI,

H—ERE : 9FEEA X)X~ Shell command
ex. ALL:ALL (hosts.deny) . portmap:LOCAL (hosts.allow)

\
R
&
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FRE2113 FSTLa—Ta s &/....

SENSHHERED
2131 T—rEREDO#ANET—O—FDST L a—T4T
213.2 —fiXHITEEEE IR T 5
2133 VAT L)Y —ADRBIEERERT S
2134 IRIRREDRIBEXRERT S

ZDEEDRA-

FSO I a—T42 0 %I T AEE, S XL FILELES
F—TIIT—FEERRE(T—0—4) . SUAALTIS—DERE
(403 EE’), OJ 5 (syslog),

FDMORBIBEIZDOWTITEARMIZ (T Levell 20 FNE AR Z RN H>TULVS
CEICEYRRRAIBELRE DN Z L, FIEBSEH XA T LEEOE KA,
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m@z \/

\”’Dﬁ

Evo 7y TR
-BREfRRICRIIDSREOaTUR

rdev: IRIEDIL—bTINARERTT S

ldd: TAT S LD ELTHEHESATI)DRT
dmesg: H—RILDY 2T 1INy T7DSEE

Isdev: ERELT / \A RDERR

Isusb : &5 nﬁkUSBT/ \’fxmﬁ_ﬁ

Ispci: FREEPCIT /N1 RD KRR

meminfo: /\—RFR DT 7OV ATLI)Y—ADERT
setserial : YT ILTINA RAD KRR

strace: VAT LO—)L, VT FILERL—RT B
ltrace : 547 5)a—I)LEZ,L—RT B

strings : 77/ )LD RR BB X F I F TR~
Isof 3BEL-TOEXDEHNTNSIT7AILEFR TR

RRICHELCTINGDY—IILEF AL, BREDREZEHCHHTZEITD
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RS ST — (£ EER AL
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ISBN-10: 4844327321

ISBN—-13: 978-4844327325

LinuxZ# 2 LPICL RN )L2 E3kR

h & gef0 (&), BF B—BA (Bi1)
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