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J APACHE FTN

https://httpd.apache.org/

Web server developers: Market share of active sites

| IETCRAFT ===

80%
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Sun
60% — nginx
— Google

—— QOther
40%

20%
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PO O o0 O A AL &3 bk a0 Kl
P P P a P aPoPo Pu P Pa Pa? S A Wa®
0P P P P P P P P P P P e

@7%% 7’6?’@6?’106?’ Rolp?
https://news.netcraft.com/archives/2018/03/27/march-2018-
web-server-survey.html
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CentOS7/& EMDRPMZTIL httpd.
Ubuntu’t £DebianX® Tl apache2 WS EZRID/\WH —=T9,

X)W T —Z 2T TR, BBEIT7AILEAYRZED)\AREZENBDT,
FENMMETT,
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Apache®#iEr (RPMARDIZS)

/etc/httpd/conf/httpd.conf - « « « XA ERET7-1I)L
/etc/httpd/conf.d/*.conf + + + - includecN3/E T 7-1IL
ssl.conf+ - - - SSLESEELTE

/var/www/html/*.html/x& - - - - A7V I 7A)L
/etc/httpd/modules/*.so + + - - EZa1—)J)L (BHNELEE
htaccess + « « - T L O RNIBICERINETERID I 71l

X DebianZ Tl&. apache2.confi’\ A1 EEIT71ILERD,
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Apache®Ds&E (4L I5717)

Listen - - - - —){DFEZF7/R— b (default:80)
DocumentRoot + + « « RFa2 XA MIL—b (/var/www/htmliR &)
DirectoryIndex + + « - 7 JA)L DRI 712 (index.html)
Include « « « + XA EREIT7AILEFRITESE NDRE I 7 1)L
User+ + + - ApacheZ&8FE 31— —%

Group + + + « ApacheZEiExctE3J)L—T%

Options *+ « « « AT 3 EE

CustomelLog + + - - 7OtCRO0 T 7AILIEE

ErrorLog + + - + TS5—0OJJ71JUEE

<Directory />~</Direcotry> + + - 4$FEFT 4 LT NJUEE

https://httpd.apache.org/docs/2.4/ja/mod/directives.html
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ApacheD#EEE1 (3 >TJI)ViaWebH—)\)

I\ —SDA > X =)L
yum install httpd
X DebiankTl(d. apt-get (apt) install apache27&&

V—IAMSDA>A =)L
RIFRMRIR EZERR U= ET. makelr E&Z{ERIT B,

EXTEDIEF TV
apachect! (apachectl2) configtest

o Ep
systemctl start httpd
. (Jetc/init.d/httpd start. service httpd start. apachectl start)
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Apache®#EZ2 (httpsit)

I\ =01 A =)L
yum install mod_ssl

FHtcE)
systemctl restart httpd
(/etc/init.d/httpd restart. service httpd restart. apachectl restart)

X _FERT. I AJ)L bdDlocalhost.crt (2 F%E)
localhost.key (#nZ=#E) Z{FEDlehttpsiBENTETDI LS (CIRB
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Apache®D##33 (basicsaslk)

JXRAD— 2T 77 1 )LAERK
htpasswd —b —c /etc/httpd/conf/.ntpasswd username password
X Z_ANBUUEOI—YERKIE. -cATZa>ARE

httpd.conf(ZIENN
<Directory "/var/www/html/basic/">
AuthUserFile /etc/httpd/conf/.htpasswd

AuthName "Please enter username and password"
AuthType Basic
Require valid-user

</Directory>

HEET A LU NUDILFIY I 7 AL ERE
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dad
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BN (R L T3,

/var/log/messages

systemctl status httpd

netstat (ss) [ NEOrTEms

httpd.service - The Apache HTTP Server
Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor press
t: disabled)
Active: since A 2018-04-02 18:11:5@ JST; 7s ago
Docs: man:httpd(8)
man:apachect1(8)
Main PID: 187@ (httpd)
Status: "Processing requests..."
CGroup: /system.slice/httpd.service
1878 fusr/sbins/httpd -DFOREGROUND
1871 Jusr/sbin/httpd -DFOREGROUND
1872 Jusr/sbin/httpd -DFOREGROUND
1873 /usr/sbin/httpd -DFOREGROUMND
1874 Jusr/sbin/httpd -DFOREGROUND
1875 fusr/sbin/httpd -DFOREGROUND

48 02 18:11:50 localhost.localdomain systemd[1]: Starting The Apache HTTP ...
48 ©2 18:11:50 localhost.localdomain httpd[187@]: AH@@®558: httpd: Could no...
48 ©2 18:11:50 localhost.localdomain systemd[1]: Started The Apache HTTP S...
Hint: Some lines were ellipsized, use =1 to show in full.
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ApacheDE{FHE:E

ApachedD 777 X (CEUTIE,
/var/log/http/access.log
/var/log/http/error.log

tail -fcCEDE. UPILAYA ATOTF T WO TETHEF

[root@localhost ~]# iptables -F

[root@localhost ~]#

[root@localhost ~]# tail -f /var/log/httpd/access_log

111 - - [@2/Apr/2018:18:19:85 +0980] "OPTIONS * HTTP/1.8" 288 - "-" "Apache/2.4.
6 (Cent0S) OpenSSL/1.8.2k-fips (internal dummy connection)"

192.168.11.2 - - [82/Apr/2018:18:19:09 +09860] "GET / HTTP/1.1" 483 4897 "-" "Moz

illa/5.@ (Macintosh; Intel Mac 05 X 18.12; rv:59.08) Gecko/20100181 Firefox/59.8"

192.168.11.2 - - [@2/Apr/2018:18:19:99 +0900] "GET /images/apache_pb.gif HTTP/1.

1" 384 - "http://127.0.0.1:2280/" "Mozilla/5.8 (Macintosh; Intel Mac 0S5 X 10.12;
rv:59.e8) Gecko/20100101 Firefox/59.8"
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Apache® bS5 1—b

R URWNEES
R EEREo T2 /var/log/messagedOJ R ERE> MMZT B

A>T 7AI)ILASIRTERL

X1 UFTAEHER/\(—=ZwvS 3>,

7ot X0O7% (/var/log/httpd/access.logt2error.log) ZtE> MMZT 3
PUBERFEELUTIE. /Uy b TFriEREHD
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HTTPOAA—7FA1—FR

20085 - - - 7Ot XpkIN (200 OK)

3005 - - - USFZUL 2~ (301 Moved Permanently / 304 Not Modified)
400&ES - + - 517> hIS>— (401 Unauthorized / 404 Not Found)
500&58 - - - UY—/{I>— (500 Internal Server Error)
HTTP®Dmethod

GET - - - URITHEEUZBHRZERT SRICEHR=ND
POST - + - A —LDT—HZEDIRIHERAEIND

HEAD : + - "NwA5H—DH=HIF
CONNECT - - - httpsdOTOF2BEREDRICERETNDS

OPTIONS + - - B—JUH/R— b LT A Ry RIQ EDHER
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Proxy ((RERE)

4 N

®Request //\\ @Request //\
4

h N / 5 h N /

~
@Response Prbxy At ®Response Wb —/t¢

B1E 1 B1E 2
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Squid&(d ?

o
Sq u l d -Cac h e ° O rg docs download donate support about contact shop blog
Optimising Web Delivery
\ @l | |]. fi_
2O |

if

http://www.squid- cache org/

RIBIGE - DT TDTAILFUD - DT ITN\DTVICRAEREIRET
ENND
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SquidDi&kk - E%E
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SquidDiaak

/etc/squid/squid.conf« « « « XA EEREIT71I)L

43 © LPI-Japan 2018. All rights reserved.



£ LinUCLAJL2 BefifRsit =5 — ®

SquidDsREL (1L I5717T)

http_port - - - - —/)\DFEZIF/R— b~ (default:3128)
cache_dir- + « - Fvwv> 154 LU MNUKE
cach_dir ufs /var/spool/squid 100 16 254
(BFEFEND, T4 RITFvr VI 1BE - — R0 LT KJE -
“RTa LU NUEERT, BfiIld, MB)
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SqQuUidDEEE2 (1L IF71T)

acl « « «Rv KNIJ—=TW/R— kDU S
5 : acl SSL_ports port 443
(TCP443(&. SSL_ports&E WD ERIICT D)
acl localnet src 192.168.0.0/16
(X ETHRY hJ—72192.168.0.0/161(4.
localnet&EW\VSEZETICT D)

http_access + « + + UX MIE DU TProxylC KBRIBLEZ
=ro] (allow) / #EZ (deny)
5l : http_access allow localnet
http_access deny !Safe_ports
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SquidDiEEE

I\ —5DA1 A =)L
yum install squid

FCEN
systemct| start squid
(/etc/init.d/squid start. service squid start)
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SquidDEN{EHER
o (R U ClE.
/var/log/messages

systemctl status squid
netstat (ss)

[root@localhost ~]# ss —tan
State Recv—{ Send-{ Local Address:Port

LISTEN @ 128 *122
LISTEN L 189 127.08.8.1:25

ESTAB ; 36 192.168.11.4:22

LISTEN 1:1:80
LISTEN 11122
LISTEN 1::3128
LISTEN : 1:l:25
LISTEN 7 ::443

49

Peer Address:Port

192.168.11.2:58412
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dad

SquidDEN{EHESR

Apache D777 It X (CBE U T,
/var/log/squid/access.log
/var/log/squid/error.log

tail -fcCRDE. UPILIA ATOTF TV I TETEF

[root@localhost ~]# tail -f /var/log/squid/access.log

1522663539.072 51 192.168.11.2 TCP_TUNNEL/20® @ CONNECT www.google.com:443 -
HIER_DIRECT/172.217.161l.68 -

1522663539.541 61 192.168.11.2 TCP_MISS5/381 3857 GET http://yahoo.co.jp/ - H

IER_DIRECT/182.22.59.229 text/html

1522663539. 882 85 192.168.11.2 TCP_TUNNEL/20@® 17819 CONNECT s.yimg.jp:443 -

HIER_DIRECT/183.79.2508.123 -

1522663539.884 85 192.168.11.2 TCP_TUNNEL/20@ 9283 CONNECT s.yimg.jp:443 - H
IER_DIRECT/183.79.2508.123 -

1522663539.898 95 192.168.11.2 TCP_TUNNEL/28@® 5749 CONNECT s.yimg.jp:443 - H
IER_DIRECT/183.79.258.123 -

1522663539.9068 96 192.168.11.2 TCP_TUNNEL/208® 8278 CONNECT s.yimg.jp:443 - H
IER DIRECT/183.79.258.123 -
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Squid®D b3S 31— MEER=

R URWNEES
R EEREo T2 /var/log/messagedOJ R ERE> MMZT B

Proxy/\J77 21 AR/

X1 UFTAEHER/\(—=ZwvS 3>,

7ot X0O7% (/var/log/httpd/access.logt2error.log) ZtE> MMZT 3
xle. 3541772 bDWebTJ S OH —00SHLRETR E DProxys%iE & s
95

PUBERFEELUTIE. /Oy b TFvriEREHD

Squid{ELERF(E. CacheULZd> 7Y OUIER E (CEFEIDMMN DT — X
MDD TEENE
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Introducing NGINX 1.13.10 with gRPC support.
nginx news NGINX

LinUCLAJL2 st =5 — @

"""" english
2018-03-20 nginx-1.13.10 mainline version has been released, featuring the gRPC proxy DYCCKURA
module
news
2018-02-20 nginx-1.13.9 mainline version has been released. %
2018-02-09 unit-0.6 beta version has been released with Perl module and advanced process 2015
management. 2014
2013
2018-01-15 unit-0.4 beta version has been released with regression fixes. 2012
2011
2017-12-29 unit-0.3 beta version has been released with HTTP keep-alive support, latency 2010
optimizations, Python and Go improvements, and more. 2009

Ntp.//NTp.//NginXx.org/

: P

C10KRIEE (= 3 :.

Igor Sysoeve AN 20004FELE(CYERR LTEY T RO T 77 _:j 1)
o
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NnginxD4FE

UTOEERzSERCENTES
- Webt—/\ (Apache&[E#R)

- U)\=-XT0O+>

- X—)L70OF>

XRKCIN. REFunitEWST7TUT—23>85—/){EUJ-X
SNTLD
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UN—=-XTJOF>

w

Request

WebHt—/ (1
J\wOI>R)

Request

7
\/ Request

ReverseProxyt—/\
(JO> bI>R)

w

WebH—/ 2
J\woT>R)
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BRIRD D73 (.

[opensourcetech X—)LJ0OF2 ] THRREL TS,

nginx / BIND / Apache / Postfix / dovecot / PHPZ{E > 1=
FEEBITUTCERT

LinuCL-)L2 $5ftifRst = — ©

LinuC

f REEY—£ R \

4 @pache(httpd) & PHP
,s’ (127.0.0.1:9000)

HSATUR /

SMTPH—E R
_ | postfix

" (127.0.0.1:25)

A—T70FY
Nginx
(192.168.11.202:25,:110,:143) _

oy

F—=LY—ER "\, POP3/IMAPH—E R
bind ~* dovecot
(192.168.11.202:53) (127.0.0.1:110,:143)
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nginx®DiBkk - SRE (V/\—RXT70O0F>)
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nginxDHBH%

/etc/nginx/nginx.conf« « « « XA EI 7 1)L
/etc/nginx/conf.d/*.conf - + + - includeEcNdRE I 7 1)L
/usr/share/nginx/html/*.html/2& - - - - O>F>2VYI7A)L
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nginxMs%E (I OV YD)

nginxCld. BE (o Lo« 7) (FROSNZTOV IR TIC
R N IS

events - - - - JOTCXGHEEROT /R E(CRET DEETE
server « + -+ « FHRAYBIR— MY —)(ZIREDKTE
http -+ - -« - http(CBAI BT

mail « + « « X—)LICB T BETE
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NGiNXDOHE (o LI51D)

listen - - - - EFHIBINR—hES
server_name - -+ - «- H—J{E

location «+ + + - URI)\XEBDETE

root: - - - RFIAAZNIL—F

index: « « - FIJAISORHI71ILE
user -+ -+ -+ - nginxtCENBEFDI1—H
worker_processes + - - - fEHIBCPUI%
worker_connections + - - + 1lworkerZ Ot XX BDORKERiZH
access_log / error_log + + - - O J7AILDFAIIRE
log_format: - - -OJJA—<XvY b

pid- - - - JOTEXID

include - -+ -+ -« nginx.confBISMNIESERT DT 77 1 LG
3http://nginx.org/en/docs/dirindex.html

6
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NginxMD&SEHI

Upstream apache { A

server 192.168.2.205:8080;
server 192.168.2.206:8080;

I\ O > RY—)\DIEE

\
by
server {
listen 80;
location / {

proxy_pass http://apache;
proxy_nttp_version 1.1;

proxy_set header X-Forwarded-For
$proxy_add_x_forwarded_ for;

i S P e
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=L r==

nginxODazEfﬁll (opensourcetech.hatenablog.jp)

nginx reverse proxyt&ERODSE
[nginx(CLBV/\—XXTOF (reverse proxy)i&ZE on Cent0S6.5]

nginx SSLY - MERDESZE
[f5EE (C nginx ChttpsZzXEht 9 Bd/55%

nginx SSLO S 77> RNEREEDEZE
INginx 1.7.8([CHITDSSLU S 177> MESEE & 2014FDNginxz=ix D
RS |

nginx E1—J)LOER - V—AWNS1A > A M—=ILDEZE
[Nginx 1.7.10 with GeolP module(C&D 7ot XOTEE ]
XEDM, EZ1—-ILEEBLHUTET

65 © LPI-Japan 2018. All rights reserved.




LinUCLAJL2 st =5 — @

NginXDHEE
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LinuC

nginxMDiBE

I\ —MED1 A =)L
yum install nginx

V—=AMNBSD1>A =)L

XTI A) NMEFHCIRD TVWBED 1 -/ ZERTIHERE
FRFRREZAERLUE LT, makeldEZ{FERT B,
http://nginx.org/en/docs/configure.html

FoEN
systemctl start nginx
(/etc/init.d/nginx start. service nginx start)
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NnginxDEN/ETEER

o (R U ClE.
/var/log/messages
systemctl status nginx
netstat (ss)

[root@localhost nginx]# systemctl status nginx
nginx.service — nginx - high performance web server
Loaded: loaded (/usr/lib/systemd/system/nginx.service; disabled; vendor prese
t: disabled)
Active: since A 2018-04-82 20:04:35 JST; 2s ago
Docs: http://nginx.org/en/docs/

Process: 7916 ExecStart=/usr/sbin/nginx -c /etc/nginx/nginx.conf (code=exited,
status=08/5UCCESS)

Main PID: 7917 (nginx)
CGroup: /fsystem.slice/nginx.service

7917 nginx: master process fusr/sbin/nginx -c /etc/nginx/nginx.c...
7918 nginx: worker process

48 @2 20:04:35 localhost.localdomain systemd[1]: Starting nginx - high per...
48 @2 20:04:35 localhost.localdomain systemd[1]: PID file /var/run/nginx.p...
48 @2 20:04:35 localhost.localdomain systemd[1]: Started nginx - high perf...
Hint: Some lines were ellipsized, use -1 to show in full.

69
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NginxDEN{EESR

Apache D777 It X (CBE U T,
/var/log/nginx/access.log
/var/log/nginx/error.log

[root@localhost nginx]# tail -f /var/leog/nginx/access.log
192.168.11.2 - - [02/Apr/2018:20:985:54 +0908] "GET / HTTP/1.1" 280 612 "-" "Mozi
1la/5.2 (Macintosh; Intel Mac 0S5 X 18.12; rv:59.8) Gecko/20100121 Firefox/59.8"

[root@localhost nginx]# tail -f /var/log/nginx/error.log
2018/04/02 20:083:03 [emerg]l 7805#7805: bind() to 0.0.0.0:80 failed (98: Address

already in use)

2018/94/02 20:03:83 [emerg] 7805#7805: bind() to 9.9.0.0:80 failed (98: Address
already in use)

2018/04/02 20:03:03 [emerg] 7805#7805: bind() to ©0.90.0.0:80 failed (98: Address
already in use)

2018/04/02 20:03:03 [emerg] 7805#7805: still could not bind()
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nginx® bS5 1—b

R URWNEES
R EEREo T2 /var/log/messagedOJ R ERE> MMZT B
fiadDWebt— )V T SHTCP80/R EZAFHR L CTULVRULHVESR

NgiNX/\J7 21 A0

X1 UFTAEHEP/\(—=ZwvS 3>,

7ot X072 (/var/log/httpd/access.logt®error.log) ZE> MMZT 3
PUBERFEELUTIE. /Oy b TFvriEREHD

nginxB4& (JO> b2 R) OBEERDON. FmxddWebt—/\
J\wOTI>R) RREOREIRERONETID D TDINENSGD
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DNS (RXA>R—LB—EX) &(F?
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DNS (RAA>FR—LP—ERX)

opensourcetech.hatenablog.jp®
P77 RLX(&? (Query)

T
_O\/

XXXXTY ! (Response) DNSH —
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BIND& (& ?

m, Internet Systems DOWNLOADS Open Source Support Community FRoot AboutUs @
(SN Consortium

BIND

Versatile, Classic, Complete Name Server Software

BIND is open source software that enables you to publish your Domain Name Featured Downloads

System (DNS) information on the Internet, and to resolve DNS queries for your
users. The name BIND stands for “Berkeley Internet Name Domain", because the

Reportabie > software originated in the early 1980s at the University of California at Berkeley. Download “DHCP 4.4.1"
BIND is by far the most widely used DNS software on the Internet, providing a dhcp-4.4.1 targz -
robust and stable platform on top of which organizations can build distributed
computing systems with the knowledge that those systems are fully compliant Downloaded 1684 times - 11
with published DNS standards. MB

BIND and DNS

https://www.isc.org/downloads/bind/
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BIND®D1#E Rk

/etc/namedA

named.conf: « « « XAEET71I)L
rfc1912.zones + + - - localhostAAIEF5|EHTE I 7 1)L
/var/namedXA

*kxk zones + ¢+ - fERARAARAESIEV-2T7AIL
*kxxray o o o fFRARAASRAFESIE 2T 7 AL
named.ca « + +JL—BKDNSY—->T7A)JL

Ynamed.root&EWLWDIHEEHD
named.localhost + + « - localhostBHIESIEYV —>T7 1)L
named.loopback + + - - localhostE¥5|E=Y —>T7 1)L
named.empty « + - - V=T 71 JLDOBEH
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BINDDEGE (AF—BRXA>PN)

options -+ - - - BINDDEWE(CEL:ET 20 0—/VULKE
logging + - - - OYJBHEDEETE

zone - -+ - - V—2I|EHREEDKTE

include - - - - S ERERIE T 7 1 )LODOSIRBEESTE
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BIND®DGEE (AT >3>)

listen-on port - - - - IPVADGFERITIPY KL AP/K— hES

listen-on-v6 port - - - - IPV6DIFERITIPT RL Ao/R— hES
directory « + + V=T F7AILIREZBRREIT DT LT KU

allow-query « + -+ - QueryZX(H{J T DX5R
recursion + + + - BIgBEWEDOEZITDINED N
pid-file -+ « - - PIDJ 71 JLDIETE

zone “BIE R A" IN {
type [master/slave/hintduL\g 1h];
file "N —>2J71)L&";

ri
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BIND®D:EEE (DNSL-d—F)

SOALd—FK - - « - BEERAA(CET DIER
ALd—K - « - < IPV4IESIEH

AAAALJ—FK - - - - IPVv6IESIEH

MXLJd—FK . - - « X—)L5—)\ (Mail eXchange) F3
NSLO—k - - - - ZX—=LH—)U (DNS) H
CNAMEL J—FK - - - - BIAEEH

PTRL—FK - - - - 5|E=H

TXTLd—kK - -« - TFEXNETKH

82 © LPI-Japan 2018. All rights reserved.



20 LinuCLAIL2 SR S5 —

BINDDESE (VW —>T7AJ)L)

IN SOA ns.test.local. root.test.local.
2018041501 ; serial
1D i refresh
1H ; retry
W ; expire
3H ) : minimum

ns.test.local.
mail.test.local.
192.168.11.4
192.168.11.4
192.168.11.4
192.168.11.4

ns.test.local. root.test.local.
2018041501 ; serial

1D ; refresh
1H ; retry
1w ; expire
3H ) : minimum

ns.test.local.

mail.test. local.

ns.test.local.

www.test.local.

ftp.test.local.

LinuC
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LinuC
BINDD#EE
INVT =D >R =)L
yum install bind

XTI 7 1)L —>DF T WD
named-checkconf
named-checkzone

figst:c)
systemctl start named
(/etc/init.d/named start. service named start)
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BINDDE){FhtEsS

o (R U ClE.
/var/log/messages
systemctl status bind
host/nslookup/dig

[root@localhost ~]# dig opensourcetech.hatenablog.jp

; <<>> DiG 9.9.4-RedHat-9.9.4-51.el7_4.2 <<>> opensourcetech.hatenablog.jp
75 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 55898

;5 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512
73 QUESTION SECTION:
;opensourcetech.hatenablog.jp. IN

;5 ANSWER SECTION:
opensourcetech.hatenablog.jp. 59 IN 13.115.18.61
opensourcetech.hatenablog.jp. 59 IN 13.230.115.161

;; Query time: 100 msec
;5 SERVER: 8.8.8.8#53(8.8.8.8)
75 WHEN: & 48 03 03:04:11 JST 2018
;; MSG SIZE rcvd: 89
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BINDD SIS a—b

R URWNEES
R EEREo T2 /var/log/messagedOJ R ERE> MMZT B

IEB| & - 35| S KR
X1 UFTAEHER/\(—=ZwvS 3>,
7ot X0O7% (/var/log/httpd/access.logt2error.log) ZtE> MMZT 3

D547 > MDYy D —DEREN. BINDICEWTWDHRES
BRI DINENDD
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BINDODEZF+1UFr1

chroot

/var/named>~« L2 kUZ%. /var/named/chroot/var/named& U
CRE3F1 YT 5K

bind-chroot/\Ww o —=MDEATEETESD

allow-query
QueryZXT{JFTDXRZHIPE T D

=3 2 ER=IRT
named.confR CLL Tz &t
options {

version "latest";

b
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SAZL(CHMEESEIBIR. ©—NICH I BV IT— NI X ENBDT.
BICFTvoOLTHEL

DNS #—/{ BIND QiE5BEMEREIC2WT(CVE-2017-3145)

LinUCLAJL2 st =5 — @

B¥EHE  2018%F18188
BRI TNERESSIBSICE. TOBECON—VEEFTSFETY.
=

DNS H—/%0 BIND (2. SRS OHBIC L > TERERT L. Y—EATH DoS) RELEZEBENFEELET.

BEREER UCHBERENERSNTVWERAY, SRR RETIAESGSBDIHER DNS -/ BEERT v 77—
FEBEALTTE .

EEEZGB/I(—Yay

« BIND 900 05 98x FTD/—3g

« BIND 890 &5 98,11 &To/N—ax

« BIND 8.10.0 #5 9,106 £T°/{—ay

« BIND 211025 9112 FTD/IN— 3>

« BIND 9.9.3-531 5 9.9.11-51 £To/—Yax

« BIND 8.10.5-81 & 8.106-81 £ TO/N—3 3
« BIND 2.12.0a1 #5 9,120rc] FTO/N—P 3>

https://www.ipa.go.jp/security/ciadr/vul/20180118-bind.html

91 © LPI-Japan 2018. All rights reserved



LinUCLAJL2 st =5 — @

F 8212 : SAFLADOEFIVUFT v

92 © LPI-Japan 2018. All rights reserved.



LinUCLAJL2 st =5 — @

iptables& (& ?

93 © LPI-Japan 2018. All rights reserved.



£ LinuCLA~YL2 Feififsit =5 — S

iptables (Firewall#/z\LW\idbB—EX)

~

-
ol i
- BiETEB3H—EX
- BRIV —EX

-

/\
N -

H—)X

XCentOS7/x ETIE. firewalldEWSTOT S AICIRD TS
opensourcetech.hatenablog.jp [ > 7 )L7ifirewalldDfEL |
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/etc/sysconfig/itpables

# Firewall configuration written by system—-config-firewall
# Manual customization of this file is not recommended.
*filter

: INPUT ACCEPT [@:8]

: FORWARD ACCEPT [@:8]

:QUTPUT ACCEPT [@:8]

INPUT -m state —-state ESTABLISHED,RELATED -j ACCEPT
INPUT —-p icmp -j ACCEPT
INPUT =i lo =j ACCEPT
INPUT -m state ——state NEW -m tcp -p tcp ——dport 22 -j ACCEPT
INPUT =j REJECT =—-reject-with icmp-host-prohibited
FORWARD -j REJECT —reject-with icmp-host-prohibited
COMMIT

96 © LPI-Japan 2018. All rights reserved.



LinUCLAJL2 st =5 — @

iptablesDEI{EHER

97 © LPI-Japan 2018. All rights reserved.



LinuCL-\)L2 filifi%s
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iptables -L

[root@localhost ~]# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED
ACCEPT icmp == anywhere anywhere

ACCEPT all =-- anywhere anywhere

ACCEPT tcp —— anywhere anywhere state NEW tcp dpt:ssh

REJECT all =-- anywhere anywhere reject-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source destination
REJECT all =-- anywhere anywhere reject-with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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iptablesDEEZRX =

JL—=ILDT ) J7
iptables —F

IL=ILDI\y T 77w T
iptables-save > /etc/sysconfig/iptables.backup

JL—=ILDVU X 77
iptables-restore < /etc/sysconfig/iptables.backup

JL—ILODENN
iptables —A INPUT -p tcp —-dport 80 —j ACCEPT (BifZ/L—)LD&E)
iptables -I INPUT -p tcp —-dport 80 —j ACCEPT (JL—JLUIBIETE)
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Fi212 : S AT LDFCHE
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£ LinuCLAIL2 BeftifiRsit =+ — ©

SystemV €dD1

tCE)
/etc/init.d/*** start
service *** start

Edln
/etc/init.d/*** stop

IRREHESR
/etc/init.d/*** status
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£ LinuCLAL2 SRtz = 4 — 1.2

SystemV €02

SEUFSER NS

chkconfig -list (—EE:R

chkconfig *** on (B#EEBENL)

chkconfig *** off (EHECEEINML)

chkconfig -level 35 on (5> LAR)L3ESDBEICEBEESHEIML)
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2! LinuCLAL2 Beffifsitz =7 — o

systemd €dD1

o)
systemct| start ***
(systemctl start *** service CHIEIHR)

Edln
systemctl stop ***

IRREMEER
systemctl status ***
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£ LinuCLAJL2 SRtz =+ — S

systemd €2

SEUFSEIR#E

systemctl is-enabled *** (H:R

systemct! list-unit-files --type=service (—EME
systemctl enable *** (B&hcEIBEzNL)
systemct! disable *** (B&jic&EIML)
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ABRERAUSEET 71 VIR ER.
GithubAZY I UTHDERT

XBEHFE(CESE!
https://github.com/kujiraitakahiro/ServerKittingForLinuC2

! kujiraitakahiro [ ServerKittingForLinuC2 @ Unwatch~ | 1 % Star 0 YFork 0
<» Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings
For learning LinuC2 about servers Edit
Add topics
0 1 commit ¥ 1 branch "> 0 releases 22 1 contributor

Branch: master ~ New pull request Create new file  Upload files  Find file
kujiraitakahiro 20180403 add - Latest commit 583ae22 3 minutes ago
‘htpasswd 20180403 add 3 minutes ago
=) default.conf 20180403 add 3 minutes ago
=) httpd.conf 20180403 add 3 minutes ago
=| httpd_access.log 20180403 add 3 minutes ago
=| httpd_errar.log 20180403 add 3 minutes ago
) index.html 20180403 add 3 minutes ago
=) localhost.crt 20180403 add 3 minutes ago
=) localhost.key 20180403 add 3 minutes ago
=l messages 20180403 add 3 minutes ago
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AppendiXx

107 © LPI-Japan 2018. All rights reserved.



LinuCL~JL2 it =5 — ©
[fHEEI(CLinux)L—5Z{ER I D5 iE]

(opensourcetech.hatenablog .jp)

echo 1 > /proc/sys/net/ipv4/ip_forward
/etc/sysctl.conf
net.ipv4.ip_forward = 1

ethl
192.168.1.254

. —
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B TEHMEIELINUC2TEN Y —/) (1SR
A—RT5—R
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P LinuCL~L2 SitifRast 2 =+ — 2

RE, LinuC2([CHHTL 35—/ UEEN
=ZICIIDDh ?

Windows/d E TGUINSIREHED T —/\VU T cEH DN,
xampp (web., DBRRE)

Tftpd32 (syslog)

fmE. U—/)UBEGEND SRV EIEER U TIRERKIRN,
Ele. DRIV AHERENEERRL,

ZVTFRB =) VEFSRVNEWNTIRNERD &
E(CEX DCUIRMFLERD Y T ME. Bin(CiR<7/32D,
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£ LinuCLAJL2 BeffifRsits =5 — ®
Apache & ruby CNW#HgasaaE U7z |

a A PROGRAMMER'S BEST FRIEND

7
— U L
T \/

:/J j_//\ _Cubu

Webt—/(
(Apache)
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dhcpd CNW#Hgs:analI U T,
next—)\AF7IOXEEZL !

lmi

\ >

DHCPH—/X

K‘ )

OMAC:ER!
Filethr—/\

@OSVyREXSY > O—R
(OSAA—210E)
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£ LinuCLA~YL2 Feififsit =5 — S

OpenLDAPTI1—YBSIcE T,
NWHERRDERTE S iEFE T ETZL !

T
S

EH - OpenLDAP
@1—Y— ﬁ”(gt:FlUT’I’nR}:El_ﬁﬁ
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£ LinuCLA~YL2 Feififsit =5 — S

samba/ftpHY—/\T.
HATEHECTZAILHEBULIIZW!

\A
/'C

SMB/FTP

Sambatr—/\
FTPH—)\
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SRS ROAFIVF LGE
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£ LinuCLAIL2 Hffifsit = 5 — o

1.ZEF CLiInUXZEIRHKDTF v > AW HNIE. 8IRT 3
SEFRRIDCETEHRAENDIRDEED,
RERE LTI E—ILHERES

2. S ITANRY MRECSNMUTHD
—SEN (CIBIRNMNAD. REHLHD. L2 RHADOHD

3.[BERFIET D (SNSIHETELY)
SBEERT LY v—0MNHD,
[ETEINBEHRY — R EXIEIET 3B ENE(CDL
4 0=ZF—RERKIDF v OANBNL. YHEFET D
—SEBRWEDY>, ZNICEAI BRIL - ABRRERT[TED#ESHS
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