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eoLightweight Directory Access Protocol
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B{EZORI)L bEfE TR —
(URI Scheme) (TCP/UDP Port)
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BiE RIEE ((TOFNEVNS=BEIEALY) RIEE (TOFHIEFETE)
BEFEDZ R FH AT —(ObjectClass)Zd |1—FMNEFKICEHLETERIIZERE
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TUR)—HEiE
. LDAPR¥—< TEESNIfETHA

IVM)—DERESR AES
DN LDAPDODIT EDHIEZFFRT

(Distinguished Name : #Al¥F) ZIUM—DEEDEMEZFIFARIEE

AITOLHONIZR IVN)—DIBRZTRET D

(objectClass)

B IUMN)—IREFTELEEDIE

(attribute) objectClassD E&HIZH-TIEED B EFFRiFATEE

DNICFIBAL={EX. &7E

EHEM LDAPL R T LANEEAICEHIMICHE
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dn : uid=yamada,ou=Users,dc=example,dc=com«—I >k JMDDN

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson _

— FTSHRIFR

uid: yamada e DNIZfE->TLNBE M
cn: WA XER i
sn: LUH

mail: yamada@example.com —

structuralObjectClass: inetOrgPerson

entryUUID: 6f640329-1508-4f98-9048-9d857...
creatorsName: cn=Manager,dc=example,dc=com
createTimestamp: 20150915210052Z
modifiersName: cn=Manager,dc=example,dc=com
modifyTimestamp: 20150915220352Z7

— BERIE
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objectClass BEDANY
12 Ll EDAttributeTypeZx >
AttributeType ZEREMEDES
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e ATOTIOMNISRICEEBINBHEZIMNIZFIATES
e AT HRISRIZIIMUSTE M -MAYEMEA BB

dn : uid=yamada,ou=Users,dc=example,dc=com «——IT>r)JDDN

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson _
uid: yamada

cn: lLUHE j&EB - E'li
sn: LLUH

mail: yamada@example.com —

T FITVIVMISR
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OID BHEO—EHME(EHEERL) MEDOIDZEEY 515
IANATE S &. IANAAS0IDZ BN #S

NAME BRIED R

DESC BIEDERA

OIDMEEFEIFLLTDURLKY
http://pen.iana.org/pen/PenApplication.page
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TE & = S

&R BHEOB®RRAE BERAMNEYIIZEEZEINT

-EQUALITY(—%) WEWNES ., BREREATENR

ORDERING(JEF) L)

-SUBSTR(&B9—%)

X% (SYNTAX) HE-XFELGE.BEIZEDSD | EICEEINTLVILF:
EDHIK X IXERFTEE

B —{E | fR 1TVR)ICRI—RBHEE1IDDH#

(SINGLE-VALUE) (Z#IBR T 2B & FI A

SR A—H—[ZKDEEFHATA BEITFI AL

(NO-USER-

MODIFICATION)

http://www.openldap.org/doc/admin24/schema.ht
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caselgnoreMatch KRN FRANTGEL - AN—ZHEH
caseExactMatch ERNMNLFRAHY - AR—X LT
caselgnorelA5Match ASCIIXFF|- Z RN FREAGL - ARN—ZEHR
caseExactIA5Match ASCIIXF 5 ZER/IPMXFRXAI&HY - AR—XER
numericStringMatch EESCF 5

distinguishedNameMatch DN#z=

fit
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ORDERING

caselgnoreOrderingMatch KRN FRANGL - AR—ZEH

caseExactOrderingMatch KRN FRAHY - AR—R R
numericStrringOrderingMatch & XX = 5|

SUBSTR

caselgnoreSubstringsMatch  EX/NXFRAILGL - AR—R#ELH

caseExactSubstringsMatch BRI FEXFIHY - AR—RELR

numericStrringSubstringsMatc #iE& 3XF 5|
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01

1.3.6.1.4.1.1466.115.121.1.7 TRUE / FALSE

1.3.6.1.4.1.1466.115.121.1.12 DNz
1.3.6.1.4.1.1466.115.121.1.15 UTF-83 =3
1.3.6.1.4.1.1466.115.121.1.26 ASCIIXX =3
1.3.6.1.4.1.1466.115.121.1.27 ##HE
1.3.6.1.4.1.1466.115.121.1.36 #{EXF3

fit
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mldescription] D E &

attributetype ( 2.5.4.13 OIDDEE

NAME 'description’ AITxH4

DESC 'RFC2256: descriptive information’ £ HA

EQUALITY caselgnoreMatch BBARAI(—)
SUBSTR caselgnoreSubStringsMatch BARAI(EY—2%)

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 {1024} =%
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E& BE ]
OID BHEDQ—EGE(EEEL) BEDOIDZEET 2156,
IANATEZ IANAM5O0IDZE G
NAME BN 2
DESC RO
SUP MRIDLADEM E&FHNDobjectClassEFI A
(HIcEELG WG Etop)

OIDMEEFEIFLLTDURLKY
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E&E B2 I
£ . Abstruct EEIZ/ER AT 8E

(RE) topZBEE (SUP)IZ#D
£ . Structural AbstructZ! M objectClassz ## &

(FBER) IUR)—IZ1DEHRNE

£l Auxiliary EEDHZTHTE I FE

(#HBIE) FHENE D H THA T
MUSTE % IUN) =T REFTREEHE
MAY & 1% IUN)—IMREFRIRELE 1%
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mlinetOrgPerson | D E&

objectclass ( 2.16.840.1.113730.3.2.2 OIDMEE
NAME 'inetOrgPerson' AITxH4
DESC 'RFC2798: Internet Organizational Person' £5iBH
SUP organizationalPerson KT TR
STRUCTURAL 7

R

MAY ( audio $ businessCategory $ carlicense $
departmentNumber $ displayName $ ....

inetOrgPerson [ZI& MUSTREMIFIEESN TULVGELAY, A& TD
organizationalPersonTiEESN T A= . enl&lsnihwsZE
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. LDIF ( LDAP Data Interchange Format)
. RFC2849 TEE
. LDAPDT—A%&THF AKX TKRIA
. UTF-8XF3Fl, /A FEIXBASE64Ta—T 1)
. BEEBKXEEFERXORRGE
. BIVMJIFXZETITTRYS
. LDIFZAULNT, LDAPDIEIE. /\Y DT VT 1aE A AT BE
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dn: uid=yamada,ou=Users,dc=example,dc=com

objectClass: inetOrgPerson

uid: yamada

cn: LLUE XER

sn: LLH

userPassword:: eINTSEF9IUUrUnBvalZDa2lEbDcwZmtHQmxwa3FieEhISTFWcUs4K1Rsc...

dn: uid=tanaka,ou=Users,dc=example,dc=co
objectClass: ......
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2 LDIF : B () () OSSTech

add I KB
modify IVNIEE
changeType
delete TN EIBR
modrdn IM)F%E)
add IEREBEN
modifyEF®m
eplace E
12 (£ 1B 7 P e
delete = T HIB&

« IIVN)PDERDEIEZIRETHEE.[-1IDADITTREYS
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dn: uid=yamada,ou=Users,dc=example,dc=com
changetype: modify

add: malil

mail: taro@example.com

replace: description
description: =&

delete: gecos
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2

. SR
., IVRM)RE
. IR EEER
. BHFR
. IkJBH
., IURN)E#H
. IURJHIRR
. IVR)IEE

\
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ldapsearch LDAPDIUR)— BHGEZRHITH>THRELERTT D
ldapcompare IEELIDNM, fEELEBHDEZFREFLTNSMNEERT S
|dapadd LDAPD I M) Z$REMT 5

|dapmodify LDAPOEEFIVN)DABREEFHIT S

|dapdelete LDAPDERFEI R ZHIFRT S

ldapmodrdn LDAPDEEFEIUR)DDN(V) —DIBFREZEET S
|dappasswd LDAPOBEFEI ) DA—H—DINRT—FEEET S
Idapurl LDAPEZEDURLRIFZRTT S
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-X SUTNERHEAKTRIT S (BEVE)

-D <##tDN>  LDAPIZ##RdI AR D1—F—DDNZIEE

-W -DATLavTHRELEA—Y—D/NRT—FEZA DTS
-h £33l A28 a2

-H Idap://host  ##i% LDAP URL% (ldaps://+3¥&87%E Al HE
-b <baseDN>  LDAPYY)—MDiRERRD~—ZDN

-f <filename> LDIFJ7AIL%

<filter> EEASIOY: E PRI

<attrs> BREGRICEOLIEME

Linu
Professional
© lnr;it::;ona © Open Source Solution Technology Corporation / LPI-Japan 2015 All Rights Reserved. 38



A

7
]

LDAPa< >+ F| A5l 0SS

B DAPRZ

$ Idapsearch -x -W -D “cn=admin,dc=example,dc=com” -H Idaps://ldap01 -b

dc=example,dc=com '(uid=yamada)’ uid mail

dn: uid=yamada,ou=Users,dc=example,dc=com
uid: yamada
mail: yamada@example.com

m DAPTRYEM

$ Idapadd -x -W -D “cn=admin,dc=example,dc=com” -f testuserO1.Idif

©
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— = '(uid=yamada)'
Ha—8,  =xx* '(uid=ta*)'

R LtEEE >=,<= "(uidNumber>=2000)'

77E =* '(objectClass=*)'

AND & '(&(gidNumber=2000)(mail=*example.com))’
OR |  '(](gidNumber=1000)(gidNumber=3000))'
NOT ! '(1(gidNumber=2000))'
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. LDIFZR/R #THTYiIRLELE

$ Idapsearch -x -D “cn=admin,dc=example,dc=com” -LLL -o Idif-nowrap

. VATLEMRT

$ Idapsearch -x -D “cn=admin,dc=exampe,dc=com” '(uid=yamada)’ +

o LDAP /XA —kRJ—T5—fEFE

$ Idapsearch -x -D “uid=yamada,ou=Users,dc=example,dc=com” -W -¢e policy
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LDAP GUlig{EY—IL
. Apache Directory Studio

>

Linux
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oy

File Edit Navigate LDAP Window Help

Ci- & | v | o

5% LDAP Browser @ & Blw - =0
A - £

v %o

¥ (£ Root DSE (4)
* @ dc=example,dc=jp
¥ @ dc=example,dc=com (4)
[0 cn=manager
[ cn=replica
» & ou=Groups
¥ & ou=Users (4)
& uid=testuser02
# uid=testuser04
& uid=testuser3
* Searches
0 Bookmarks

& connections 4@ Servers =

iz ﬁa

## 10.0.102.24 (LDAPS)
b cent71
b centT1config

o* Open Connection

© Open Source Solution Technology Corporation / LPI-Japan 2015 All Rights Reserved.

https://directory.apache.org/studio/

LDAP - uid=testuser01,ou=Users,dc=example,dc=com - samba4 - Apache Directory Studio

|8 uid=testuser01,ou=Users,dc=example,dc=com
DN: uid=testuser01,ou=Users,dc=example,dc=co =
Attribute Description Value
objectcClass inetOrgPerson (structural)
objectClass posixAccount (auxiliary)
objectClass top (abstract)
cn user01
gidNumber 3000
homeDirectory fhome/testuser01
sn test
uid testusero1
uidNumber 2000
loginshell /bin/bash
userPassword Plain text password

£ Modification Logs

& SearchLogs

G

E.

& |KiLDAP

= B | 5 outline =g
2 v Y & uid=testuser01,ou=L
* = uid (1)
= sn(1)
» = cn(1)
» = userPassword (1)
» = gidNumber (1)
» = uidNumber (1)
» = pbjectClass (3)
» = homeDirectory (1)
* = loginshell (1)
¥ =0l Progress =08
s& A=

No operations to display

42
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slapadd LDIFMOIV M ET—ER—XIZEERATS

slapcat T—AR—ZAMNSEEIVN)ZLDIFRRXTHATS
slapindex ATIVIRBREBEHT D

slappasswd EXINRIT—RZENYD /ISR T—RXFH| (KT S
slapacl ACLOFFfifERE=FR T

slaptest BREIT7TAMILDEXFIVIZERT D
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LDAPEI =218 D/7=DNSEE (< 0SS Tech

° LDAPI\‘/|~7‘V7 ~FsL U= 2RO~
. F4LYN)H—EREZ IO *
. kRt V7MY —FE2 82— (2002/0 LDAP

. 550 2002/03 "'Jl-jyg

AR EA/BH HE
il EE /U Bth /BH R =
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@ o B EEIEL LIV r—ay (« 0SS

o ﬂbl’ied)'ﬂ'—l\’é?ﬁﬁiﬁia
'U'—I\’&i“’(’?‘ﬁ.ﬁ'(l’f—)b?'?l*’d‘%
- B9 EEE dap.confTE R E2E]
- 120 —=NHFEOTF—2ERFRILLOTRIEHDN KZLLIEEHMEENMET
- SyncreplTIIY 7 V)= ERNTEIEE T HE

L
Professional
@ m:mute © Open Source Solution Technology Corporation / LPI-Japan 2015 All Rights Reserved. 45



@ = OpenLDAPOL V) r—2a> <) 0SS

R A2— /A= AR

.« VARG—FEIHEHTE, AL—TIREHBOH

- AL—T7&2EHLELS5ETBEupdateref M BEIDTIFLT7 U/ NDBEET?ASY—
(CIEBLTEMTS

. RARE—DSAL—TAERTDHEIRICIE. replog&syncreplD2iEFHH 3.
- replog IXpushB(ZRE—HDAL—T%&E )
- syncrepl IZpulB(AL—TH57R5—%2RRLTHHZEH)
- replog&ktsyncreplDFB HRr—IVv7 LT (N
m PIVFTARAE2—F R
- BELMIsyncrepI TERLHOZETERLTIVS
- EBESLEMATRELEHAFRIFIC2BZE ML TIELMTEL
- OpenLDAPTIEIF7—F—FERES
- S3BHULEODZNFTARA2—6R[RELED ST PmEBICTRiIFEETEIE
n FEEEBSOHAATELDAPOEMTE TELTVr—2av05%T
REIJF):
- BHL=T =49 <ICSBTESARIED LN
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replog (slurpd) [T WVA R D= IEHELE (BRERIZH ARLY)

o reploglfH:ERAMNKE
- IS—YANYILTFEE
_ AL—TDEMEICYRI—ZIEHEIDHEHY
- AL—THERDEETEIRI—ZILHLILEHY
- AL—TE#MMN LU EHEREL L
o syncrepllFERME
- IZ—DYAN)IEXEEH
_ AL—TDEMEICYRA—FIEHBNHELL
- AL—THERDEETEIRI—ZILHLIBLELL
T—AEZEIZLTHEEITNILEENEE
_ syncrepllZOpenlLDAP 24L& NS
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BEHLDAPE R EEH L TIXLMFALY !

® OpenLDAP 24KYTILFTRA—(ZS5—F—NFIZXII)
O 7)1&’-77(9 #ﬁﬁtliiéﬂﬁTﬁE&LDAPﬂ—/\ TEHMRET D

O 1"‘0)LDAP'U'—/\ NELTH., EHLDY—/N\—IZHYYEZNTE
NniEHg—E X282 E 5L

0 7_3—9003?%6'@(17—’5!’\“—10)J:’)UEI“JOT%ﬁ%ﬁE’Eﬁb'fQ%A
AR ’Eﬁo’c%‘*ﬂb’ﬂ,\éd)'& EIRDESIAHDNELHLDAPH—
N—IZHEBEN=EEIE. T—ADFEBENRLET AAREENH D,

o EARMIZEZTAARIEZIEDLDAPIZEGRTETHAUNNEBETHS,

® fHlzIX. 21— Duid,eidBEFHENVIRYZLDAPD AU LEFE-THOSHD
liﬁz‘.l}ﬁ'@%éo
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EFALDAPDIREO T ICL BV ILFIRI—DENIE

v 0SS

Serverl

dn: cn=Group-X

member:user0

Add

Member:Userl

dn: cn=Group-X
member:user0
member:userl

Server2

dn: cn=Group-X

member:userQ

Add

Member:User2

h 4

/

dn: cn=Group-X
member:userQ
member:user2

Add
Member:User2

Add

Member:Userl

—~

£~
dn: cn=Group-X

member:userQ
member:userl
member:user2
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E-FOEE (OSS

Serverl

dn: cn=Group-X
member:user0

Add
Member:Userl

dn: cn=Group-X
member:userQ
member:userl

Server2

dn: cn=Group-X
member:user0

Add

Member:User2

/

h 4

dn: cn=Group-X
member:userQ
member:user2

IR EREESHR
AR

&~

dn: cn=Group-X
member:userQ
member:user2

dn: cn=Group-X
member:user0
member:user2

BALRZTDEHL
HDIFETEND

~>

LED

UserlMDIE#ERIZIEZ T

dn: cn=Group-X
member:userQ
member:user2

(5,
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o U7V )-B{\TY—N2RETS
|dap.confThase /" )—2EA3(BFARHMEVSLVEEER R
1Y —NHEDTF—REHNRDIOTEMMEELLEHD
referralBR>7=5Bl LY — 2 RICIT<DII 7O LD EE

SEEH (referral)

R A4t
LDAPH#—/3

PN BT
LDAPH—/\
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.~ DIT (Directory information Tree) D&  (OSS

o MBELTHRBEZLITHEEHISL\AH. ..

=1t

—
= x5 B AT &R A

Jlinl

il
ok
o~ |

Xk FRFE1ER FRFE2ER
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.~ DIT (Directory information Tree) D&  (OSS

o RIBELLTRERRBNMNTHITS

dc=company,dc=com

\_‘

ou=Users ou=Groups ou=Computers

uid=odagiri ch=sales ch=tech
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DIT (Directory information Tree) M&%&t (¢ 0SS

o fHIEIBEICOYE JLLWCE,. EBYRTHITS

dc=company,dc=com

ou=Users
ou=Tokyo
| uid=odagiri
ou=o0saka
| uid=takeda
ou=Groups
ch=tech
cn=sales

ou=Computers
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DIT (Directory information Tree) M&x &t (© 0SS

o

o fHIEIBEICOYE JLLWCE,. EBYRTHITS

dc=company,dc=com

ou=Tokyo

ou=Users
— uid=odagiri

ou=Groups
— ch=tech

ou=Computers
ou=o0saka
ou=Users uid=takeda
ou=Groups cn=sales
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gi% OpenLDAPY—=/N\—DLTV5r—2a 88 (0SS

7NV RRORERLAN2OEEREH
B UARNISTRITRILIRR(L TV r—>a2 ) Bk

B OCVSERBENGOT, CentOSLHENDIAEDOpenLDAPESES
TLV A=W PIRENUMET S

O OpenLDAPRBEAEAMULLLDNT. MRNIBRE T H\CEHHD.
> www.openldap.org ORF1A/MERELH G

O AVIMNTEIDICUERLEF17 7L, OSIREDELEDZFESDH—RRHIEH
BDB7=(#130penLDAPFHDENZEES
> RedHat®RPMTIZBDBIZOSIRELESHRADENEEILIICEIMRETNTIVS,

v LEEEHAHSRed HatTid0penLDAP®BDBY /I
db_recover (Sl LLy | slapd_db_recover &>
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m OpenLDAPRIIED7/=b DS EE 0SS

e OpenLDAPAPFY
o A=T)=ATRLDHZT1LIMIY—ER
- $5H: 2003/07
e APILDAP/OpenLDAP
. F1LIN)Y—ERE A - ERATR
- bRt FIHATL v DRI R

- R5H: 2007/10 mlnm
/ OpenlDAP

e ;
i
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%! LDAPIC& BEREEM S ) OSSTech

- 5 I;i(nuxb{v_ Unix

> o " XA—) —I§

Samba'ﬁ'—/ \ . LDAPH—/\ -Proxyt—/\
WindowsH—/\ -FTPH—/ %5 &

Windows1—H£Linux/Unix/Mac1—H3
BRCTHIUN/ISAT—RT
) —XHNF A RE -

Windowsim>k Unix/Linux/Macim>k
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LDAPDEE ) 0SS

o LDAPH—INELTOHRTE
. slapd.confMERTE

o LDAPYS5147 /hELTDHERTE
- NSSE%7E
- PAMERTE
- |ldap.confi%%E

L
Professional . . .
Institute © Open Source Solution Technology Corporation / LPI-Japan 2015 All Rights Reserved. 60



= LDAPISIFUIELTORE (0SS Tech

o NSS(R—L -Y—ER-A1LYF)MEE
/etc/nsswitch.confT, £ MINMOMBEEIEETTRE

o PAMEBEEHIR
- FPIVr—aB0OBEHEERE
/etc/pam.d/ DRTF TV r—ar ZEDBIEN—VEREFTEE

AAAAA

FERENF(NSSWITCH) 2 —HEREF(PAM)
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NSS : X—LY—ERRAYF MRk 0SS

LDAPEEREE TR T Bl /etc/nsswitch.confE Rl T DLIICERE

passwd: files ldap
group: files Ildap
shadow: files Idap
hosts: files dns wins

/lib/libnss_ldap.so.25 Rk iEN B,

/lib/libnss_wins.s0.2 Z{#ES5&WINS (Windows Internet Name
Service) > TR B R &E

RHEL6A*5I3SSSD( System Security Services Daemon)A'RIAEH
BDT, ldapbYicssstidiEEnd,
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o

PAM : 75527 IV EREEHIAE 0SS

o /etc/pam.d/system-authlcBl F%RE

[rootBf =02 fetcld cat Setc/pam.d/svstem-auth

fAPAM-1.0

ft This file is auto-zenerated.

ft User chanzges will be destroved the next time authconfiz is run.

auth requi red Jlibfzecurity/pan_env. so

auth sufficient Jlibfsecurity/pan_unix.so |ikeauth nol lok

auth suf ficient flibfsecurity/pam_ldap.so use_first_pass

auth requi red flibfsecurity/pam_deny.so

account required Flibfzecurityfpan_unix. =0

account [default=ok user_unknown=iznore zervice_err=ignore svstem_err=izgnore] flibfsecurity/pam_ldap.so
password requi red flibfsecurity/pam_crack|ib.so retry=3

password sufficient Flibfsecurityfpan_unix.zo nul lok use_aothtok mdd shadow
password sufficient Jlibfsecurityfpan_ldap. so use_authtaolk

password required Flibfzecurityfpan_deny. =o

sessian requi red Jlibfzecurity/pan_linits.=so

sessian requi red flibfsecurity/pam_unix. =0

session opt ional Flibfzecurityfpan_ ldap. =0

session required Jlibfzecurityfpan_mkhomedir.so skel=/etc/skel umask=0022

o RHEL6A*513SSSD(System Security Services Daemon)A'RIHZEh 3D T.
pam_ldapDHi)icpam_sssidiiEhd.
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é%i OpenLDAPH—/\DERTE (- 0SS

REZ77I N

Y—1i%:/etc/openldap/slapd.conf F7I(3 /etc/openldap/slapd.d
VL 0%

- NSS,PAMHA : /etc/Idap.conf

[lldapaddZENEER I /KKHA:/etc/openldap/Idap.conf

OpenLDAP B EHIKN
http:/ /www.ldap.jp/doc

Red Hat Enterprise Linux 62=a7JV
tps:/ /access.redhat, com)s;teﬁdoc mentation/ja- ,
/Red_Hat_Enterprise_Linux mlgDepIovmen . Guide /SSSD-Introduction.html

S:
a
tps:/ /access.redhat.com/sjte/documentation/ja-
Red_Hat_Enterprise_Linux/6/html/Deployment_Guide/ch-
irectory_Servers.himl#s1-OpenLDAP

~ D
'U

c
N\
D R
Q.
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OpenLDAPY—/IN—DRET7 71V (¢ 0SS

® OpenLDAP 2A4M5E%%E X
® /etc/openldap/slapd.conf 771 ILH\5

® /etc/openldap/slapd.d/ TALIMJIZTFETHRET —IN—RFEH

® LML. /etc/openldap/slapd.d/ TALIM)INEERERRT DD ITHELE
SN TLVRL

e HioML® slapd.conf 7ML TEHREL.. BIEFEELTHDS
/etc/openldap/slapd.d/ T4LORJZERRTHDMNELY,

@ LITDIAVUFZERITIAHETHLUWERIZEHLAIEE

slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slapd.d/

o LIFmfRERTIX. slapd.conf 77 L TERET A LEFHIIE
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/etc/openldap/slapd.conf/v7*=4% (1) (- 0SS

o SUffix N=R Y71V OA%EIETET D
BREIENA L/ BEN-ACIRE
il ) suffix dc=osstech,dc=co,dc=jp
suffix "ou=sales,ou=yokohama,o=company,c=jp"

CN=commonName
L=localityName
ST=stateOrProvinceName
O=organizationName
OU=organizationalUnitName
C=countryName
STREET=streetAddress
DC=domainComponent
UlID=userid

L
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' /etc/openldap/slapd.confiv4—4 (2) (¢ 0SS

\

e rootdn
LDAPH—/xDETREZDDN (Distinguished Name : 5Bl 2) 28 ET S,
LHEREEDNZSTI-YDNICIE, RANF., BRFNXFORXAISELY,
EREDNOMI)

rootdn "cn=Manager,dc=o0sstech,dc=co,dc=jp"

e rootpw
LDAP#—/\(D%E%/\Z‘? —RZRET S,
EFDEED/NSAT—REIEETINESILELDERETS

il )secret1234&LVS5INA)—K%ZSSHA/N\Y 2§ 3
# slappasswd -s secret1234 -h {SSHA}

rootdnZLDAPICEBRENT\B1—HFEIFEL . LDAPOHRICIANAT—RHEMENTIL VR
(£, rootpwZiEEIT I EIT LY,
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1\00

+=. /etc/openldap/slapd.conf/v34-4 (3) (0SS

e include
BRI=771VHSEMDIREIBIRERAAD.
BRBAF-—IERT7 71NV ERARALT-HICERTS
i) include /etc/openldap/schema/samba.schema
e database
LDAPOTF—2 &M DDICERTINYII/R -T—EN—REIEE.

e directory
databaseZ 71V ZEMIT 2T 1L INIEIRE
@l Ydirectory /var/lib/Idap

e index

ERT2REIDEMEL1TEHRETS.

o 1) uid,gidicBAL Tequal( Sl )IRRA DTS | Z{ERK
index uidNumber,gidNumber eq

o f12) mail( x=IVF7KRLR), surname( B )I<BAL T. equaliRFRHA &subinitial( BiiA—E )D& | Z{ERK
index mail,surname  eq,subinitial
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é%; /etc/openldap/slapd.conf/v7x=4 (4) « 0SS

e Slapd.conf®fill: 71y X% "dc=0sstech,dc=co,dc=jp". BEIREDN%
"cn=Manager,dc=o0sstech,dc=co,dc=jp". EIRE/\A7—F%secret1234

include /etc/openldap/schema/core.schema

include /etc/openidap/schema/cosine.schema
include /etc/openildap/schema/inetorgperson.schema
include /etc/openldap/schema/nis.schema

database bdb

directory /var/lib/ldap

suffix "dc=osstech,dc=co,dc=jp“

rootdn "cn=Manager,dc=o0sstech,dc=co,dc=jp”

rootpw secretl1234

index objectClass,uidNumber,gidNumber,memberUid eq

index cn,mail,surname,givenname eq,subinitial
index uid pres,eq
index rid eq

o REMRTLS. OpenLDAPF—EZiEF)ZHES.
# service Idap restart  *Red Hat®%

o JATLEFIFICEEMICEIKEISICLITZRE
# chkconfig Idap on %Red Hat®&
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O LIV =23 Db ORE ) 0SS

#
N

o PARA—/AL—=TAR
o VAR—RTE
overlay syncprov
o AL—T7RE
updateref “ldap://ldap~< A ZF—/“
syncrepl rid=1 provider="Idap:// < A3 —"
o PINFRARRA—(ZF7—FE—NK)
overlay syncprov
serverlD 1 or 2(H—N—EBICEZXZHDNSE%Z:ER)
syncrepl rid=1 provider="“Idap:/ /$8FDLDAPH—/x—*
mirrormode on
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' 2R4— AL —T B ) 0SS

o 2A%— (Idap1) o AL—7

overlay syncprov syncrepl rid=1

provider="ldap://Idapl1"
type=refreshAndPersist
retry="5 10 30 +"
searchbase="dc=example,dc=jp"
scope=sub
schemachecking=off
binddn="cn=slave,dc=example,dc=jp"
bindmethod=simple
credentials="xXXXXXXxxx"

updateref "ldap://ldapl”

type=refreshAndPersistz {1715 &
YRE—/AL—T Dy arNEN>I-FFIZGED
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—EEfHI (< 0SS

o 2A%#—1 (Idap1) o VA%—2 (Idap2)

overlay syncprov overlay syncprov

serveriD 1 serverlD 2

syncrepl rid=2 syncrepl rid=1
provider="ldap://ldap2" provider="ldap://|ldap1"
type=refreshAndPersist type=refreshAndPersist
retry="5 10 30 +" retry="5 10 30 +"
searchbase="dc=example,dc=jp" searchbase="dc=example,dc=jp"
scope=sub scope=sub
schemachecking=off schemachecking=off
binddn="cn=slave,dc=example,dc=jp" binddn="cn=slave,dc=example,dc=jp"
bindmethod=simple bindmethod=simple
credentials="xXxXXXXXXXX" credentials="xXXXXXXXXX"

mirrormode on mirrormode on

serverlDICDNSEZZ T T A ETERE LVRILETET ST LA EE
syncreplf#& #5C b
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BDBa< > R&E/NSA—H (£ 0SS

® IR7EOpenLDAPD #t2E/\ v T U KRIFBDBLZ M T.BDBOFa—=2F 0av U REHS
_ELEE
® slapd.conf
® checkpoint <BE#FH=> <fif=>
® cache size <TURM)#D
o DB _CONFIG
® cachesize
®DB LOG AUTOREMOVE
® |g max
e db recover (slapd db recover)a~<>k
FHILGWT IV r—ay, T—3R—X  F =IO RTLDEENEREL-R. T—
ARN—REBEEDHHREIZETLET,
o db _verify (slapd db_verify)a~<>F
T7AILE IV I7AMIVAICEENDT —IAIN—ADBELHRIELET,
e db_archive(slapd db archive)
REIZG-=09 D74V FFR KLY, BIfRT 5
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(v 0SS

771V —I\KEE

KA aba—5
e

Windows GUIlc& 2
EIREE

BRI R RE

L Linux
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Samba3.6/5 5 SMB2xt s

NASEL TESIZIEX IR R TlE
Sambad LYRE

NTRAA > E 2

NTLMv2E2E:E

RT LR —
TLRAEICIESEBDLDAPALE

Windows2000USRMGR
Windows 7,8 CENELZLLY

NTEAA 2 B3 D TWINSH —
IN—HNLE

SambamWINSH —/\—#égEe% 5
D

DNS<Samba3 DCERDI+5Z &
[T TS0

SMB2,SMB3(Windows8) xt i
Y—N—H AL LIRS
CTDBIZ &5V S5 AZ—HEREXT s

Active Directory(Win2008R2) E #2
KerberosE2 i (KerberosH—/\— &)
FJI—TR)—
LDAPZRAEL T 51=6hSambadd # T
TLRAEA AT EE

RSATxt it
Windows 7,8 CE{ER] &E

ADK A4 > B #1750 TDNSIZ & % £ Hi 7
RHENE

WINSH—/\—[TFE
Sambah’DNSH —/\—#é e A N &

DNSAYZ: LV &Sambad DCE R DI
Ly
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» ey

WindowsH—/s—%SambaTigE$ 3 X)Vb (¢ 0SS

m AR
> WindowsY—/\Tld, 7oA F31—Y T EICCAL (Client Access
License) DA ihEE
> Y—=N—DEMIEILIcEIOSTIE AaAAMNDEIEH IS
B BFa)F iR
> WindowslcEbtN, 71V ALEDBEHEF IS LN,
 WRRE

> BEZFMCAIVT N EERT B TR TR
1, HEBIREEE. 1—+F—LBBER. /\AT—KFTyY

> VFSED1—-IVeR Y D ETHAENLIRA Al AE
VI ASAE. EEMAEE. ACLEIM., BEFIR, V1IWVAFIVY

= WULMENM

> EnEERCE

> A= )—-RALOTREARTE. FESIEIESVEE
= ERAOLYTSE

> IWVAVV)TMMCEDERDIIEE(CH PIEE

> (EIEEZa1—IOERIC. 0SU7 - DORREH L

@
sor
=
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! Windowsk X1 8B1TICEIT2Q8&A « 0SS

m Q. SambaTWindows ADRAS L &EBITTEEITM?

0 A [0y, TEEY,

Sambad4ZEZfFEMDWindows ADRXL /2 n&8. TFSMO:Flexible Single Master
Operation J(3R{E2 A% —)%&Sambad A 5 X TACETBITRRETT .

® FSMOERX#(IIEZFEDWindows ADODCIX I ERIEETT .
® Samba4lXGC(Global Catalog)Z¥F D EHAIEETY

m Q. MEWindows?>%DNSY—/3—, Kerberos—7%—,
DHCPH—/$—, Radius—/s—&LTHRALTWEY, ch%
SambalcB T3 BCLIETEETI M ?

B A Z\, TEET,

® SambadlEZDNSH—/s—&Kerberos—/N—|lcti B EDTE. Linux OSHIEHSE
EBEHL VARV EFR—2R M TCDHCPY—/s—*RadiusY—/\—% B ET S
CEDTEET,
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WindowsR X1 B 1TICB920&A - H—/NEHE @/ 0SS

m Q. RMEDC(FALadO—7 )ELTHIAL TS
Windowsv/,%&. Sambad®)DCB TR ETDEEDCELTHAT
EFITH?
mA [ WTRETY,
« Samba&Windows®DCHREFIAHBIGETT
e FSMOIESamba&WindowsDEBESDDCTEHIBLIVERA.

m Q. Sambad%&DCE&ZL>TL\BADRAAL /I
WindowsY—/s—%2DCELTIRIMTEEIH ?

m A (30, FTRETY,
o Sambad THIRBEL 7=ADR AL IcWindowsY—/x—2DCeLTEME BB LD
AIRETY,
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Windowsk X1 B1TICE T 2Q&A ) 0SS

m Q. ADRXrBfTi##. Sambadv »%&|HWindows DCERU
V8. RAUIPPRLATERLULESERWVETH.
ALEXTEH?

A 3L AISETY, LHL. ED=8IciFSambad%DCIoEM{E. BEfEADD
DCEMERICRUTAM. IPPRLATSambad L ET,
SDIRE|EZEMHANDIDTPILAE R 7A7PIIVEEDEEEAET,

m Q. SambaTWindows ADRAL&BTLER. 1—Y D
NRAT—REHEBITTEEIH?
ADRALY DRDISAT—RDHEDNEEMEAETH ?

B A BU, TOFEMAET,

HQ. ADDIN=THR)—REBITTEETH ?
mA. 30, BITAIRETY.

e SambadZDCELTSMEET. SYSVOLEF2ERTBCETIIN—TFKRY)
—HSambadANBENET, (rsyncLENERY—ERAIHEVE)
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Windowsk X1 B 1TICBIT HQ&A < 0SS

E Q BE7O771VIBITTEETHM?

m A I, BITTEEY.
e BBI7/O771N%ESambadd7O77s VWV EFICOAE—TRETRBITTEET,

B QA-AN7O77 VI RLTRIATEETH ?

ALy, AIRTEET,

o SambalcBITLBEEE&I—TSIDIESamba DCICE|ZEHANF T DT, A2—pAZ21—PF
AIMITHENEERFEFIATEET,

B Q BITERPICRATFFAIAATEETH ?

= A B, FIRTEEY.
- Samba%DCICEMY BIERLETERBEDADRA I 2ILHB BB HIELA.,
+ L. FSMOZEERT BLEF1— Y —BMEERTEBMILEVESICLELES,
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1\00

+~. Samba 4 & FASOTF> < 0SS

o =EHDWindows 8t 5. Windows ServerERBIZED K AA > SBEEHEEE
% FI| FA Rl 8E

e Samha 3 TWETH L AMN)EHIZEIZIFE

- HKLM¥SYSTEM¥CurrentControlSet¥Services¥Lanman¥Workstation¥Parameters¥DNSNa
meResolutionRequired = 0

- HKLM¥SYSTEM¥CurrentControlSet¥Services¥lLanman¥Workstation¥Parameters¥Domain
CompatibilityMode = 1

& LTAN IF 15— [E=8(E=R =
DFILF) BEE) FTRV) BRUCADR) ~ILT(H)
+- 0 KEmRm ~ || &m pi-] F—2
b8 LanmanServer ab| (BLE) REG_SZ (fEOHEERL)
4 La”r‘_”a”worksmt'c’” o4 EnablePlainTe... REG_DWORD 0x00000000 (0)
Linkage ws|EnableSecurit... REG_DWORD 000000001 (1)
NetworkProvider
: ab|OtherDomains REG_MULTI_SZ
bt Parameters
dap | RequireSecuri... REG_DWORD 000000000 (0)
litdio ab| ServiceDl| REG_EXPAND_SZ  %SystemRoot2¥System32¥whkssve.dll
litdsve | ServiceDllUnlo... REG_DWORD 0x00000001 (1)
Imhosts
Lsa
LSI_FC
LSI_SAS i

4 11 }

O 1 —4—¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControl Set¥services¥LanmanWorkstation¥Parameters
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Samba 4 SEEHY—IL <) 0SS

e Linux EIX samba-tool:r?‘/F‘
- FAUBEEREBEEETYR—
o FAMUEEAR
— domain, drs, fsmo. gpo. sites
o 1—H—-J)—TEER
— user, group
e DNSEHE
- dns
o oUDEBMIZDLTIEERYR—

o Windowsii# kA SIEMicrosoftiZ#EY— )L (RSAT)
_ Windows Vista. 7. SEHEFN-F N2
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v 0SS

o DCEVZATUMRIDEZIIXEISE S
- D47 MEDCORFZIICEDLE S

e Samba4
« # service ntpd start
« # chkconfig ntpd on
o ntpMHREICDONTITSEITER
e WindowsV5 47>k (Windows7/)
— FASUIZS T 5EDCEBEMICHEZIRIEAZITS

e HKLMY¥SYSTEM¥CurrentControlSet¥Services¥W32Time¥Parameters¥Type =
NT5DS (K AL S MRETIENTP)

http://support.microsoft.com/kb/223184/1a
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/2! Samba 4 AD DC B3 1% 4R ) 0SS

Y= BRERNR
H—/N—% cent65k1

DNS# samba4dom.com
NT RXA % SAMBA4DOM
DNS 747—K% 192.168.2.2
H— /=D& E| DC
Administratord /X X7 —RK P@sswOrd

e Administrator1—H—D A —KIIEHEEZ B -THLEHY
- BRNF/RBINCE/BF/ie50D-o6 . 3FFELUEEZSE
- XFIEIFIXFLULE
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/2! Samba 4 AD DC 42 1 0SS

o XEEHA TRAMERTE
~ samba—tool AV UK TRASLVERTFE I HE. [—interactive |2 F|
FH

o FALLWMES . AT a>TCREARIZIETE

# /opt/osstech/bin/samba-tool domain provision —interactive —-use-
rfc2307

Realm [SAMBA4DOM.COM]:

Domain [SAMBA4DOM]:

Server Role (dc, member, standalone) [dc]:

DNS backend (SAMBA_INTERNAL, BIND9_FLATFILE, BIND9 DLZ, NONE) [SAMBA_INTERNALI:
DNS forwarder IP address (write 'none’ to disable forwarding) [XX XX XX.XX]:

Administrator password:

Retype password:
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! Samba 4 AD DCAZB)/#R 1 (< 0SS

e /etc/krb5.conf&/etc/resolv.conf Z{E1E
e Sambad 7Ot RiTE)

It service osstech-samba start

e smbclientiC k577t REE

# /opt/osstech/bin/smbclient //localhost/netlogon -U

Administrator
Enter Administrator’s password:
Domain=[SAMBA4DOM] 0S=[Unix] Server=[Samba 4.1.0-59.¢l6]
smb: ¥>

Samba 4.1 &Y. smbclient/Z T-m SMB2/SMB3] #1589 5L T

SMB2/SMB37 0 ko)L TOH@IELAIRE,
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Samba 4 AD DCiﬂ@J/ﬁEEﬁZ (« 0SS

&

e Kerberos &2
- FTYNRELT
# kinit administrator@SAMBA4DOM.COM

Password for administrator@SAMBA4DOM.COM:
Warning: Your password will expire in 41 days on Wed Dec 11 01:28:00 2013

- FyER
# klist

Ticket cache: FILE:/tmp/krb5cc_0
Default principal: administrator@SAMBA4DOM.COM

Valid starting  Expires Service principal
10/30/13 02:32:16 10/30/13 12:32:16 krbtgt/SAMBA4DOM.COM@SAMBA4DOM.COM
renew until 11/06/13 02:32:13
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/2! Samba 4 AD DCA28)/HEEE3 ) 0SS

o SRV\ Ab: I:EEI:ML.\

 # host -t SRV _Idap._ tcp.samba4dom.com.
_ldap._tcp.sambad4ddom.com has SRV record 0 100 389 takeuchi104.samba4dom.com.

# host -t SRV _kerberos. udp.sambad4ddom.com.
_kerberos. udp.samba4dom.com has SRV record 0 100 88 takeuchi104.samba4dom.com.

# host —t A takeuchi104.sambad4dom.com.
takeuchi104.samba4dom.com has address 10.0.104.104
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A

samba toolav U kICkSHA——FE (- 0SS

o 1—H—NEFKINREHER
- # /opt/osstech/bin/samba—tool user list

Administrator
krbtgt
Guest

o 1—H—&fk
- A—H—% cui—userl
- JNAT)—K:Secret123$

- # /opt/osstech/bin/samba—tool user add cui—user1
New Password:
Retype Password:

User 'cui—user1’ created successfully
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’ ﬁn@x\/

\”’Dﬂ

samba-toolav > F(ZkB1—H—FEH 2 (OSS

o FTLavERELTER
- A—HY—% cui-user?
— INATJ)—F:Secret123$
- TRk
&
- # /opt/osstech/bin/samba—tool user add cui—user2 Secret123$ ¥
——surname=T Ak —given—-name=1—H —

User ’cui—user?2’ created successfully

MICEA T avEFERET LN ADTEHE T HIEFDEHITANTERET
SOOI TIEZLY
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g S LK - =
samba-toola v RIZ&Z1—F—EH 3 (OSS

o roottEfRIC LB/ AR T —Ri&HIZ R
_ A—Y—%:cui-userl
- H/\NRXJ—F:P@sswO0rd
- # /opt/osstech/bin/samba—tool user setpassword ¥

——newpassword=P@sswOrd cui—userl
Changed password OK
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[tn@zt \/

=

samba-toola v FIZkH1—HF—EEH 4 (OSS

o 1—H—BEBIZKH/N\RT—KZLHE
- BB DR R)—HIEHY
o 1—H —4% cui—user?
® JL/\AJ—N:Secret123$
o ¥1/\A ) —K:P@ssw0rd

$ /opt/osstech/bin/samba—tool user password ¥
—newpassword=P@ssword ——password=Secret123$
Changed password OK

.« 2L, A—Y—1ERERIE. TIAIED/INRT—RR)—[Z&YT
5_&7:;%0
ERROR: Failed to change password : samr_ChangePasswordUser3 for ¥
'SAMBA4DOM¥cui—user?2’ failed: NT_STATUS_PASSWORD_RESTRICTION
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samba-toola <~ KIZLDTIL—TEE 1  (oss

o JIL—TDEFIRNREHEE
« # /opt/osstech/bin/samba—tool group list

Domain Computers
Domain Admins

Domain Users

o JIL—T&E%
~ 4 )L—T 4:cui—group

- # /opt/osstech/bin/samba—tool group add cui—group]
Added group cui—group]l
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samba-toolavUKICLEHTIIL—TEE 2  (yoss

o JIL—TIZAVN—%FE
« # /opt/osstech/bin/samba—tool group addmembers cui—group1 ¥
cui—user1,cui—user?2

Added members to group cui—group]

o JIL—TDAIIN—FFER
« # /opt/osstech/bin/samba—tool group listmembers cui—group1

cui—userl

cui—user2
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g Wlndows7€r KA 2SN «) 0SS

e Windows7%SambadT® AD DCIZKAA SN
_ DNSHY—/\—%Sambadt—/\—|ZZL &
- FAAL % sambaddom.com|ZZEHE

P a1—4—8/ AV RADES =

e A LS R P miie L2 L0 LB R =Sy ST E TS, TECL, Aoh
25 B U NG PO L S T 2 s B g . SEalilEEh

N AL el Wt (T o = A U o kca =T i G a1
%{i;;’g o - bEN T RCAES . fo PO -DERE LB P SEERL SR

e Y R R (03

IF PELAESSENARFTHI0) takeuchil1?
IP PRLAL: w010 117 takeuchi117
H ok AL 265 . 286 . 0 . 0 _
FIAIL b - b (D) o0 0 | SEREIM). |

DNS /47 kL AR S 8RS F5(E) Fﬁ;ﬁii’? Ef
@ &M DNS H—)i—OP ELAREIE: L’ P
{B% DNS H—/i—(P: .0 104 104 Fambatdom.com
78 DNS H—/i—(A) : . . L T ] ey T

WORKGROUP
& T i ERERREI T AL e 2=
ok J[ %nd | [ oKk ) [ #eot |

\ Linux - J0 -
Professional . . .
Institute © Open Source Solution Technology Corporation / LPI-Japan 2015 All Rights Reserved. 98



2 RSATERIFT 2o DR ©0Ss

e RSATIZAAM—ILL=TZIFTIEXFIFHAT
- [AyvkA—=ILAARILI-[T AT S L]-[WindowsDHERED B IE E 1= 1X T
LI E—FF—N—FEBY—)LIZF/RIC

@\:/-vﬁ v O RO—LJERIL » JOTSA » R
32 bO—JL J SR =L = OS5 ACHE
SR Bl Josssomsrozxb—i | @ windows DREOEMEERHEME
. 2 . .
A A RIS —
Ty P I—GEA Ry a5 Windows dHEss [= =] =]
r\ = I —
J— BT FEHSY R y @' E\g%@sz? g Windows (DHEEEDEIMEE (3 ML (7]
e FOHSA W ATATERR gmmmmcTac, FIvs Ry sREAVCUTZEN. REEBNCTCR. FTvs Ry SREATCLTRE
- BEQIOIS] L. BOORSHEFT v Ry R MEO—BHERICH TSI EERLET.
FroryTonzevAx I L '\:\g_ﬂ 8@ UE-h Y-/ —EBY-L A
HBit, =35 Lok —= Ammvibes | B = IR—Tv
e nemy oy o E) REEEY-L
O 1 —5—DEERE Windows (=¥ : =

| BitLocker B/ AT —F Ea—7
| SAN AIREEIF—Tv V-l
, SMTP H—J{— w—)l
| Windows A7 0 UV—2A FFR—v W)l
L AI—T UL —EBY—IL
| Ty B O—OERESEY —IL
| DI-NA—I— GTAE U T =)L
| BEETsT0-5 Y-l
=l | REIERY—L
= . Active Directory SFRREH—EAZ Y-l
| ASA Y LARAE Y=l
| SERREEERY —IL
= . AD DS $47F AD LDS W—)L
B | AD DS W—l
| Active Directory Stz 24
| AD DS 2w I B LUOT Y RS YL
 NIS H—)(—w—)L
[, AD LDS 24w I 2B LUaT FS1 2 Y=l
, Windows PowerShell B Active Directory EZ1—)L
[ 1) DHCP H—){— ¥ —)L
| DNS H—JT— v —)L

I e

m

[T11. Hyper-v Y—)L -
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m RSATIC L A1 HFESE (v 0SS

o RSATOEENL[AVFA—ILNRI]- [V RTLEEF ) T4]-[EIE
v—)U]
~ samba—toolAVY UK TEELI-1FHDIER
- ComputersD &R
- DNSTAR—Tv—
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e,

1Ll

RSATICK A EHE 0SS

o HAMEAI (ou) DFFRIEBM
o 1—H—&fk
o JI—T%&E
- JIL—TITA/N—BN
e GPOZERTE
_ Default Domain Policy Z#|
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2.
P ¥
o

LY

INATT—RR)S— 1

v 0SS

o GPOIZERXTEIEBEMNFET AMF AT
e samba-toola<Y N THRETHHLELH S

©

RIRDARY) S —HERR

# /opt/osstech/bin/samba—tool domain passwordsettings show

Linux

Y= R —ARABE BRERNR
Password complexity INZAT—RDEMM on
Store plaintext passwords B 5t ZTTICRE2IRRET off
INAT)—R%={RTF
Password history length INZAT—RDERE IR 24
Minimum password length INZAT—RDKRE 7
Minimum password age (days) | /SAT—ROZEZIEEIR (B)
Maximum password age (days) | /NXXA7—RDEZNEARE (H) 42
- 102 -
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# /opt/osstech/bin/samba-tool domain passwordsettings set ¥
--complexity=on/off

--store-plaintext=on/off

—-history-length=[m1%%

—-min-pwd-length=fK &

—-min-pwd-age=H %X

—-max-pwd-age=H %4
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B,

o, v 0SS

Windows AD DC =% [&E%R

IHH BRERR
H—/N—% takeuchi28
DNS# testdom.com
NT RXA 4 TESTDOM
realm testdom.com
H— /=D& E| DC
Administratord /X X7 —RK P@sswOrd
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Samba4zWindows AD DCIZZn (« 0SS

o

i /opt/osstech/bin/samba-tool domain join testdom.com DC ¥
—realm=testdom.com -U testdom¥¥Administrator

Finding a writeable DC for domain 'testdom.com’
Found DC takeuchi28.testdom.com
Password for [TESTDOM¥Administrator]:

workgroup is TESTDOM
realm is testdom.com

Joined domain TESTDOM (SID S-1-5-21-325366957-3734438017-426939442) as a DC
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1\00

+>. Samba4 AD DCi2Eh/mE:E 1 (< 0SS

o ICE

o 1 service osstech—samba start

e SRV.ALa—fE:E

« # host -t SRV _Idap._ tcp.testdom.com.
_ldap._tcp.testdom.com has SRV record 0 100 389 takeuchi28.testdom.com.
_ldap._tcp.testdom.com has SRV record 0 100 389 takeuchil14.testdom.com.

# host -t SRV _kerberos. udp.testdom.com.
_kerberos._udp.testdom.com has SRV record 0 100 88 takeuchi28.testdom.com.
_kerberos. udp.testdom.com has SRV record 0 100 88 takeuchil14.testdom.com.

# host —t A takeuchil14.testdom.com.
takeuchil14 testdom.com has address 10.0.104.114
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40

IR1E<YR2—%Sambad(ZF2F) 1 (¢ 0SS

o BFRDIRIETRA—DHESR

# /opt/osstech/bin/samba-tool fsmo show

InfrastructureMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI28,CN=Servers,CN=Default-
First-Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com

RidAllocationMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI28,CN=Servers,CN=Default-
First-Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com

PdcEmulationMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI28,CN=Servers,CN=Default-
First-Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com

DomainNamingMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI28,CN=Servers,CN=Default-
First-Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com

SchemaMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI28,CN=Servers,CN=Default-First-
Site-Name,CN=Sites,¥ CN=Configuration,DC=testdom,DC=com
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6.0

g L R AR—%Sambad[ZFEE) 2 « 0SS

2IETRA—DFEE
# /opt/osstech/bin/samba-tool fsmo transfer -role=all

o BRENRDIRET R FI—DFERE

#t /opt/osstech/bin/samba-tool fsmo show

InfrastructureMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI114,CN=Servers,CN=Default-
First-Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com

RidAllocationMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI114,CN=Servers,CN=Default-
First-Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com

PdcEmulationMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI114,CN=Servers,CN=Default-
First-Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com

DomainNamingMasterRole owner: CN=NTDS Settings, ¥
CN=TAKEUCHI114,CN=Servers,CN=Default-First-Site-Name,CN=Sites, ¥
CN=Configuration,DC=testdom,DC=com

SchemaMasterRole owner: CN=NTDS Settings, ¥ CN=TAKEUCHI114,CN=Servers,CN=Default-First-
Site-Name,CN=Sites, ¥ CN=Configuration,DC=testdom,DC=com
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A—H—& /TR (- 0SS

e samba-toolavw R TaA—H—F
_ A—% —4%:samba—add
- INATJ)—F:P@sswO0rd
- # /opt/osstech/bin/samba—tool user add samba—add P@sswOrd

e RSAT(Windows Server 2008 R2t) kY1 —H—&4§%
_ A—Y—4% windows—add
_ INATJ)—F:P@ssord

e Windows7 TRAS AT A
_ windows—add. samba—addifj1—H—TO45 A
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Windows AD DCES ruh &k ) 0SS

e samba-toolavw R TaA—H—F
_ A—H —4%:samba—addl
- INATJ)—F:P@sswO0rd
- # /opt/osstech/bin/samba—tool user add samba—add1 P@sswOrd

e Windows7 TRA/OT A
_ samba—add1a1—H—TO4S A

Windows AD DCIZTdepromodk WA, [Active Directoryk A/ H—EX]D7
A RA—)LDNE[EEEAY, IRAK DC=ForestZones MErE TR THA. 5
BlE vy F O HIEETS
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1R,
Samba vs Windowstt i 3%
SHERE: &8P

Samba 4lck3WindowsRkyh7—o kR

http:/ /itpro.nikkeibp.co.ip/article/COLUMN/20131018/511929
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mSamba 4DHEEETHEWEDZET R TEUESELY,
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H_EMTES
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mSamba 4(ZWindows 8 TR A/ OS A 23 BEHZ{EHhN BRI AT
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392.5 {558) ) 0SS

mSamba77 ALY —/N—ZBLT. U FTOXETELLHDZEL THIT
&L,

1. Windows Vista LAf§ THR—E1=J1S2004 (JIS X 0213) T 7ML &I
{E51Z[L. smb.confTunix charset=utf-8 &3 N ILE LY

2. Windows VistalAfF THR—FEH7-J1S2004 (JIS X 0213) & 771 ILAIZ
{851Z1%. smb.confTunix charset=CP932& 9 MLIL R LY

3. Windows VistalAfFTHR—bSN12J1S2004 (JIS X 0213) T 71 JLAI
{851Z1%. smb.confTunix charset=EUCJP-MS &9 IR LY

4. smb.confTunix charset=utf-8 LL1=15&. 771/ ILBDEIIIEHF(F
BOEEF1XF1/N (b, EFFERADIGEIX1XF2/NMMMEASNS,

5. smb.confTunix charset=utf-16 EL1=F& . 771 B DK IIIEEF
FRADEELEFFERADEZEELIXFT2/NIMERAINDS,
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B TOA.BO>TWWAXEZETHIT L

1. Samba 4TIIR A AV FO—S5—D B FIIDNSET-[IWINSIZ LS TIT
nnd

Samba 4 TIIF AL OV FA—F—DEFRIIDNSD A2 E->TITHhNnb
Samba 3TIEF AL AV FA—5—D &R FEIEDNSE = IIWINSIZ K- THT

Hind
4. Samba 4TIET7AMIL Y —/N\—DERZEIIDNSE=IIWINSIZE->TiIThN
%

5. Samba 4TI7AILY—/N\—IZHIBZ T+ HIFE . smb.conf@netbios
aliases&{#5,

. Samba 4D KA AT A IREBETIIWINSIZEFAETH B,
7. Samba 3DKRAA/ O A IRETIEIWINSIZAETH D,
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