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BRAMET)T9
e PAM (Pluggable Authentication Module)
e ACL(Access Control List)

By —otFa T4
e Snort(RykTJ—oHIDS)
e Tripwire ((RAREIDS)
e Nessus(EFa)T14RFvF)
* Nmap (R—FXFv2)
e Wireshark, tshark, tecpdump (/N ybF T F )
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BPAM (Pluggable Authentication Module) &I&
o BT I —av|TxfU CEREEREREX IRt 9 St 4~
o SRIIMEEITIED 21— ILTIRItENS
o BT ITVT—2a IR DEEEHELLAL
o FEIIMAVELRIBEIFED 1 —IILEHFUHLTEITTS

77U —3> (login, su, ftpla &)

it

PAM_API <: /DAM FEI7A )l/
PAMES 1— JLEE
== = =

ZDith
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L e O et

B PAMIZKBFREEFIE
O 7IVr—La BN Thnb424/422 5 TPAMEFEUET
@ &£F7T)r—a  ADPAMBE I 7 ILESEAAD
Q) BEIFAIICEERENI-PAMES 2 — LAY HEINETEINS
@ TEEIOFERET7TI)r—2avITRT
® FEAEGERICICTH—ERDRHEINS

T 7)5—232 (login, su, ftpZi &) ®

® > o

@
PAM-API e
PAMES 1—)LE <: /D AME Ej74“//
@ ® @ ® @ ®

%0)1111
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B PAMZRRATHELTIT)5—ay
o login (CUIAY AL %IR{H)
e su (A—YDYYEZ)
o ftp (F7AILERIE)

B [dda<vR
o FINT—a3 LI BLEINBGEEFESATI)ERTT S
e PAMZERTASATIVIZIZEEpamIMNEEND

1\’1 PAME*'JJ : ?%)77%)/7'_‘/3_‘/ FE1 TR E

e

# 1dd /bin/login
linux-gate.so.l => (0x00d5a000)
libpam.so.0 => /lib/libpam.so.0 (0x00cae000)
libpam misc.so.0 => /lib/libpam misc.so.0 (0x00c96000)
libcrypt.so.l => /lib/libcrypt.so.l (0x00d423000)
libdl.so.2 => /lib/libdl.so.2 (0x00110000)
libc.so.6 => /lib/libc.so.6 (0x00301000)
libaudit.so.0 => /lib/libaudit.so.0 (0x00115000)
/1ib/1ld-1linux.so.2 (0x00ce4000)
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2! PAMBET7 AL Y=
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B /etc/pamdT4a4L K
e PAMZHABTAF7ITVr—a Tl EDRIAERENIBMEINETALIRY)
e XINFT AT ITVr— a3V NG S . /etc/pam.d/otherDERE M
FHIAFEN, ETORMNIEEIZKRNZIRT

L e O et

# 1s /etc/pam.d

atd kshell su

authconfig-gtk neat su-1

authconfig-tui newrole sudo

chfn other sudo-1i

chsh passwd system—-auth

config-util pirut system-auth-ac
cpufreg-selector pm-hibernate system-cdinstall-helper
crond pm-powersave system-config-authentication
cups pm-suspand system-config-date

... (LIFES)
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B PAMED 21— )LDERINISER

e PAME a2—
e PAMEY A
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— JUIE/lib/security T4 LR IZHEREND
— LI B E pam_xxx.so | ELNVD B BINTHITHNS

# 1s /lib/security
pam access.so
pam ccreds.so
pam chroot.so
pam console.so
pam_cracklib.so
pam debug.so
pam deny.so

pam echo.so

pam ecryptfs.so
pam_env.so

pam exec.so

pam filter/

pam filter.so
pam ftp.so

pam group.so
pam_1issue.so

. (LUTFES)

pam limits.so

pam listfile.so
pam localuser.so
pam loginuid.so
pam mail.so
pam_mkhomedir.so
pam motd.so
pam_namespace.so
pam nologin.so
pam_oddjob mkhomedir.so
pam passwdgc.so
pam_permit.so
pam_permit.so
pam_postgresok.so
pam rhosts.so

pam rhosts auth.so

pam smbpass.so

pam stack.so

pam stress.so

pam succeed 1if.so
pam tally.so

pam tallyZ2.so
pam_time.so
pam_timestamp.so
pam_tty audit.so
pam umask.so

pam unix.so
pam_unix acct.so
pam_unix auth.so
pam unix passwd.so
pam unix session.so
pam userdb.so
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pam_console.so rootdERD BT R D—EE—k1—F(ZFIARIEEIZT 5
pam_cracklib.so INAD)—FERBFEDF v IFITH(@FEFV). XFHELE)
pam_deny.so ETCHDTIEREER TS
pam_env.so A—HOJAUBICIREBEERHERTET D

- HUHLETAERBN T I4LbD v ar - 75t ox—1Y
pam_keyinit.so JHFO>TWAHILEERILT S
pam_limits.so A—HO5 A2 —XGHIBERIREIZT
pam_loginuid.so RIS =7OFX(Zloginuid7 A RADEEEZERTET S
pam_nologin.so /etc/nologin 77 A LD BIGE . —RA—FDOTAU%EET S
pam_permit.so ETDT7IEREHFRIT S
pam_rootok.so root L—H THNIET I REEHFRT 5
pam_securetty.so /etc/securetty 2SR IR INI=IHR U ME DrootAT AU HHEET S
pam_selinux.so TI2AIEDEFX21) T4V TXRMNERTET S
pam_succeed.if.so THIVRDXFHZTANT S
pam_unix.so ZREMIZUNIXEEEEZ1TD
pam_wheel.so sudY R Croot|ICTEEB TE5— 1 —H%HIRT S
pam_xauth.so cookie’ZE DEHME I —H B TERIX T S
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PAMER 5274 )L () SRk g =t e e

B PAMDEZEI+— vk
[EX] 247 avbE—)L EDa—)L/IR EDa—)LEIHK

L e O et

BAT PAMEBEEDERIZ T IL—TILLTHEET S
avkA—)L LT RBL-FRDOME S EZZEET S

FDa— LSRR | BBECEARATAES a—ILEFDRINIBITZIEE T S
EDa—)LEIE | ®EDa2—IILIZHEZ 5| ¥EEET D

auth sufficient pam rootok.so

auth include system-auth

account sufficient pam succeed if.soffuid = 0 user uid quiet
account include system-auth

password include system-auth

session include system—-auth

session optional pam_xauth.so

o> e cmm @D
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\ PAME 77/{)[/0)i_t (1 ) IR 7R E

2

L e O et

B 347
o AFBFEDAALTHIIETINTLNS
o 1DDAATIZHEHMDBRINIEEZ Ry IR T BIENTESED.

?E;&O)E&én.unIE‘f**%"éifﬁé’%E*JtJ:’C RIS B DERE
BT HEMNTED

A—FNARANTHAHZLZIAT S

INATD—R DRI FEZAVLTHERT S
JEFREIN—RDTH IOV NEBEITD

account TORRGZ - RI—YH-ZR-THOULOEERLEC
BEOWTT7 I RGIR/FaIZHIET S

password A—HIZEEM TN\ RT—KZEH TS

H—E XDBERT- & T RFICNEEZITS

session 1—FEDT —HIHRDBIE & T SBI 505 A
TALIN)DROUNGENEEND

auth
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PAMEXE 77 ILDER (2)

ERE321 ORI
|
‘

L e O et

m O ka—)L

o EIMAEIZIILUTD2IEFED HFENHS
- F—I—FRIZ&kBEEAE
- )A—=2a—R 1 ETT7 0230 |ORTIZEDEER AE ([ 1THES)
B X ——KIZkBFEERAE

required

DLI:IIE' %E&LT—E#[:;}L?HIEE*ETTé
=L, RCAATHIZHDED 2a—ILF I E-TWAIEEIE.
TARTCOFVIeERLI-RICFRIFERZRY

requisite

nL.l:ll_H %E&LT'H#[ Eﬂr(:;{]nﬁé*ETa_é

sufficient

Gt nIE' Z‘g&%ﬁ:b\_'_/\;ﬁf’éhfb\éh\é*”I:E-d_é

® sufficient{TOFREEN KB LGS ITEMBL T, X TDrequired
B EUrequisiteTOREEA R TILI-5 B IZRTIZ R T

® sufficient{TDERIEMNIILT=ZE . TN LLRIZH DHrequiredB LU
requisiteITMEREEMNRLTIL TULINIK., FThE RS

® LR DG IFREZERT

optional

AL DR EICEFZR DG REZ TR T 5

include

BIDOPAMEEE I7AILIZHDHNIBEZEHT S
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377,{)[,0)i—t (3) 21 THERGE E

L e O et

B [)a—>2a—F 170030 1IDORTIZEDELE R AL
e [JA—2a—k=79 3 ]OAKTiREdT S
s BHIEETHIGEE. EATRYI->TRERT S

B F45YA—2a—F(PAMED 2—I)LORYIE)

user_unknown A—YHAEH
new authtok reqd HFLORHEHRADLE
success FXZh
ignore REEDV 21— ILFEWR
default )3—2a—RH GG EDRBED) 4—2a—F
B ELT7Iar (LERAR)
ok DR TODAREYIEHRDNERT—FRZEHUNET S
ignore CHDEDA—ILDETHREEHRT S
done EDA—IILHRTAGRY ERNEEIZ R 2y M bikIT S
bad AV DERDMEBRAT—ERZERKEETD
die RV ERERBEATZL, BIEICT TV r— 30~ tERERT
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o

L e O et

B (BE)X—J—FDIM)A—2a—K1ET7Hoa0 112k BER

required [success=ok new _authtok reqd=ok ignore=ignore default=bad]
requisite [success=ok new _authtok reqd=ok ignore=ignore default=die]
sufficient [success=done new_authtok_reqd=done default=ignore]
optional [success=ok new authtok reqd=ok default=ignore]
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R E#321 7Y R :
2 PAMIZ&BREERRE (1) =

B logind O S LDEETEH

auth [user unknown=ignore success=o0k ilgnore=ignore default=bad] pam securetty.so

auth include system-auth system—authJ 74 JLZ SR
account required pam nologin.so

account include system-auth

password 1include system—-auth

# pam selinux.so close should be the first session rule

session required pam selinux.so close
session include system—-auth

session required pam loginuid.so
session optional pam console.so

# pam selinux.so open should only be followed by sessions to be executed in the
user context

session required pam selinux.so open

session optional pam keyinit.so force revoke

y Linux
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2 PAMIZ& BREERRE (2) =

B su709 5 LDETEH

L e O et

auth sufficient pam_rootok.so root CHNIE T I A%EFR

# Uncomment the following line to implicitly trust users in the “wheel” group.
fauth sufficient pam wheel.so trust use uid

# Uncomment the following line to require a user to be in the “wheel” group.
fauth sufficient pam wheel.so use uid

auth include system—auth <€ system—auth 771 L =S8

account sufficient pam succeed 1f.so uid = 0 user uid quiet

account include system-auth

password include system-auth

session include system—-auth

session optional pam xauth.so

y Linux
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%ﬁ PAM‘ ct%)nru\' E J:I_E(2>

B system—auth® % EH

ERE321 ORI
-, -_——-
\

L e O et

auth
auth
auth
auth

account
account
account

password
password
use authtok
password

session
session
session
quiet use uid
session

required
sufficient
requisite
required

required
sufficient

required

requisite
sufficient

required

optional
required

RN—Iy ) B ZE
(Null/XRJ—REFR[ - ID/PWA H7)

pam_env.so
pam unix.so nullok try first pass
pam_succeed if.so uid >= 500 quiet

pam_deny.so A RSN 5% EHEL .
éﬂﬁ’ééi@ff uidA500LL £ THNIXETNZE R

pam unix.so
pam_succeed if.so uid < 500 quiet
pam permit.so

pam cracklib.so try first pass retry=3
pam unix.so md5 shadow nullok try first pass

pam deny.so

pam keyinit.so revoke
pam_ limits.so

[success=1 default=ignore] pam succeed if.so service in crond

required

pam unix.so

d—-

L Linux
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L e O et

2

BMACL (Access Control List) &l

o J7AILOTALIM)IZHLT., BEMLGET IV ERIEIZIMA T,
FEET VA FEHE I EE T S FEA

o H—FIL26LVIELEER
e ext2, ext3, ReiserFS, JFS, XFSIEE DN IT7A IV AT LTHHR—K
o J7AINVARTLEAFTTZ VA EAAIEE

il &R TR il 1t &R TUtERIE
FME31—Y BrdraAdr (r) ACLODE FrE1—Y FdriAd (r)
MBI IN—T EERAH (w) MBI IN—T EERAH (w)
Z Dt R17 (%) Z Dk =17 (%)
BELI—Y
BEIIL—T
ACLYRY
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AC 1 ‘ = Ct %) 7 7 -t) Z fﬁl] {ﬁl] T2 FHERHE E

L e O et

B ACLOEZTEAZE
D TYATLaoDIETE
@ ACLDETE
B YOUNATOa DEE
e Jetc/fstabMD I AT aZlacl |ZEM

LABEL=/ / ext3 defaults 11
LABEL=/home /home ext3 defaults,acl 12
LABEL=/var /var ext3 defaults 12
... (LUFER)

o IJ7AINVATLOBIIUL

# mount -o remount /home

# mount

/dev/sda6 on / type ext3 (rw)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

devpts on /dev/pts type devpts (rw,gid=5,mode=620)
/dev/sda7 on /home type ext3 (rw,acl)

/dev/sda3 on /var type ext3 (rw)

... (LUFES)
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Y FRE321 FUEREIE
ACLIZ&EZ 75t R & =
B ACLDETE
e 7OTAACL
- HERITESNDBFEDT VR
e T J#4JLRACL
- BAITALINRIERLEIN=T7AILTAL IR ) DDA T BT I XM

B ACLTI>RKY
ACL _USER OBJ Usrwx 7ML BELI—HIIRT 57V RIE
ACL_USER u: L —H H rwx BELI—YITHTHT I XHE
ACL_GROUP_OB | g:rwx T7AILERBET IL—TIT 27O RIE
J
ACL_GROUP g IL—TZrwx | BEIT V=TT ET7IRE
ACL _MASK m:: rwx ACL_USER, ACL_GROUP, ACL_GROUP_ OBJTO i AKNT Itz XIE
ACL OTHER 0:rwX FRICETEESLZVNZDMDA—H(IRT 27U RIE
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= o FrE321 TR |
HEIATUR(T) =

L e O et

B ACLMDERE (setfacla<w k)

[£RK] setfacl [T a>] ACLIUR) TJ7AMIL%E
-b ETOILRACLTIU ) ZHIBRT S
-k T 74 ILEACLZHIFRT 5
-n EIMET RV EHETELGL
—d L THOEEEZTIHILMACLIZERT 5
—restore=J 7ML 4 [getfacl —RIIC&K> TR SN T=/\vOIT7 v T %EIRT S
——test THRDACLDAZTAMERTRT S
-R ETODI7AINETALINIZH L THIRNICREEZERT S
-m ACLT.URY) T74IL, TALINIDT O CAEEZEET S
-x ACLT R ACLTURN)ZHIBRT 5
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ACLEEEOT R (2) 7 e

L e O et

2

B ACLODHEER (getfacla< k)

[£3(] getfacl [T 3>] T7MIL4A

—d TIHINT ORI A ERTT S

——all-effective ETOENEDAAVNERTT D

—no—effective EIMEDIA TR RLAL

——skip—base EXRACLTIUN) UM EFLGWI7AIVERFTYT TS

-R ETDIFAIVETALINIDACLEBIRHIZ—ERTT D
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— ERE321 ORI ’
Qj%; ACLD % E I E‘*

$ 1s -1 aclfile
—rw--—————-— 1 mickey mickey 0 18 28 13:30 aclfile

L e O et

$ getfacl aclfile ACLES TE (D HEER
# file: aclfile

# owner: mickey

# group: mickey

user::rw-

group::--- BEND/N—SviavEREL
other::——-
$ setfacl -m u:minnie:r aclfile minnie L—H (277 A ILAD LA AHZEFA]

S 1s -1 aclfile
—rw—r————€:>1 mickey mickey 0 18 28 13:30 aclfile

$ getfacl aclfile ACLE%JE I\ fF7E
# file: aclfile

# owner: mickey

# group: mickey

user::rw-

user:minnie:r--

group: :—--

mask: :r--

other::-—--

y Linux
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¥e E/E321 FHoEREEH :
2 ACLZRY Y=
m #woEn oA-o——
B ACLTRY

e ACL_USER, ACL_ GROUP OBJ, ACL GROUP BT k)T EFaISndE K
DT I RXHE
o ACLOEREIIRFLEMNS—BFIZTZ7IERFIERTEETES

S setfacl —m m::--- aclfile

getfacl —-all-effective aclfile
file: aclfile

owner: mickey

group: mickey

user::rw-

H H N

user:minnie:r-- #effective:--- ENEIRIDENERBDT I AELLLD
group::--- teffective:-—-

mask::——- . —

other::—-—-- minnie L—H ~NNDACLER E T REFSN TS
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AC L,ﬁ%*&,é*#oj_?,r)bo): to_ ) *zEJJ ERE321 ORI vﬁ ;

B cpavR
e [plATLavFElEl-alATLarTIN—=via a R ET5

$ cp -p aclfile aclfile2

S 1s -1 aclfile?2

—rwWw—-—————-— + 1 mickey mickey 0 1A 28 13:35 aclfile2
$ getfacl aclfile?

# file: aclfile

# owner: mickey

# group: mickey

user: :rw-

user:minnie:r-- feffective:——-
group: :—--- feffective:——-
mask::——-
other::---

B mvavR
e mvaARUKNIZEIZIN—ZvIa HxREFT 5

S mv aclfile dirl
S 1s -1 dirl/aclfile
—rw--—————-— + 1 mickey mickey 0 1H 28 13:35 aclfile?
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BT R o EREI21 TUERHI _
ACLIEERZFF DI 7AILDINYIT VT ’F(
B ACLIEHRZEF DI7AILDINYIT VT
e taraY > KROdumpa YK TCIZACLIFEHZ /\vI 7 Vv T TEHLY
e UTOWITNIDFEEFERTS
- I7AMIILRR M EE D=/ NI 7T IR LTz star | D fE
— getfacl, setfac CACLIEHRZE 771 ILEIX AR TF

starZERAL=/\v o7 vT - JRRT7ELTHI
# cd /home

# star cf /tmp/home.star . —-H=exustar -acl
star: 4 blocks + 0 bytes (total of 40960 bytes = 40.00k).

# mkdir /restore

# cd /restore

# star xf /tmp/home.star -acl

star: current ‘./’ newer.

star: 4 blocks + 0 bytes (total of 40960 bytes = 40.00k).
# 1s -1 mickey

a&t 8

—rWw—-————-—-— + 1 mickey mickey 0 1H 28 13:35 aclfile?
drwxrwxrwx 2 mickey mickey 4096 1H 28 13:40 dirl/
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){ *\yblj_b&_ZIDS _Snor—t_ 8324 FukT—HEFaUT o E
HSnort& [
* GPLSMt ATEMEINSGF—TY—2XIDS
« BEELGT)TOtYY
— portscan, frag2, stream47i&
« SEUHANTSTAY
- TEXRb, N (F1) XML, DBAD H A%
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i > ERE24 RURT—HEFUTA
2! RyRT—H~R—2IDS —Snort- Y-

BSnortD AV Ab—JUICILELRY IO T
e libpcap /N YLXN¥TF¥SA4TSY)
* PCRE PerlEMiDIERKRIECEETEELI-Z1T73Y)
* libdnet —fRHI%ER YT —IAPI
e barnyard2 SnortQHAT7AINEHRNT ST AIANERET BHY—IL
o daq T—AEXNVITFV I B=OITHELRSATS)

MSourcefire VRTIL—ILD AZF
e Subscribers (B{E)
e Registerd ({8)
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@4 N . . ERE24 RybT—HEEX2UTo V
i IRARAN—XIDS —Tripwire- —
K- 2

aEn A=~

B Tripwire& &
o J7AILRTALIR)DRE AZIEEN
e FHILHEWIZMILDERAZESIEE(ZEE

'
» I\l

BRETELS

T—HER—2X

— TE 2B &

0T ILDHE A - HIER
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TripwireBE&E 7 74)L (1)

IR AvkT—obF 0T
.. -
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L e O et

BTripwire EE T 71 )L
letc/tripwire B FIZHEHT7AIL

site.key

YAhF— [

FI7AIL-R)—T7AILCERA]

$HOSTNAME-local .key

O—AlLFx— [T—E3~N—ATEHA]

twcefg.txt TripwireZXE 771 Il

tw.cfg ERBABADERTEIT7TAIL
twpol.txt RY—T74)L

tw.pol EBREBEADR)—T7ALIL

Ivar/lib/tripwireBE FIZH DT 7ML

$HOSTNAME.twd

FrvIRT—F~N—X

report T4 LK)

LiR—kI7A4IL
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B Tripwire D {T#8 A

site.key =
QLR g OB
Q‘é local.key
twefg.txt tw.cfg Q#HA1E
[ | — ) @%/

f oEe F%  gana -

8 | Triwire | ——l-

@EEEDIREL

Yore . maas $ \
[ twpol.txt ] ‘ [ tw.pol ] GLR—rH B

\¢\ﬁ L/_I
Q£ O

site.key LiR—kT74IL

HEHRZT L
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v70 DTripwireZXE I 7 1)L e
- ‘ aat TA-— -

Mtwcfgtxt77AJL
e MEIXTIAHILFDEFEFAL THRIELLL

ROOT =/usr/sbin

POLFILE =/etc/tripwire/tw.pol <Gy ZoIN0Y ¥

DBFILE =/var/lib/tripwire/$ (HOSTNAME) . twd T—RAR—RT7A(ILDIETE
REPORTFILE =/var/lib/tripwire/report/$ (HOSTNAME) -$ (DATE) . twr
SITEKEYFILE =/etc/tripwire/site.key
LOCALKEYFILE =/etc/tripwire/$ (HOSTNAME) -local.key

EDITOR =/bin/vi

LATEPROMPTING =false

LOOSEDIRECTORYCHECKING =false

MAILNOVIOLATIONS =true

EMAILREPORTLEVEL =3

REPORTLEVEL =3

MAILMETHOD =SENDMAIL

SYSLOGREPORTING =false

MAILPROGRAM =/usr/sbin/sendmail -oi -t
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Btwpoltxt7 71/l
e BEEMRXERDIFAIL-TALIN) EBERAEETES

@@section GLOBAL
TWROOT=/usr/sbin; )
TWBIN=/usr/sbin;
TWPOL="/etc/tripwire”;
TWDB="/var/lib/tripwire”; >
TWSKEY="/etc/tripwire”;
TWLKEY="/etc/tripwire”;
TWREPORT="/var/lib/tripwire/report”;
HOSTNAME=station200.example.com; J

Tripwire|ZBH 9 5/ \RZ2ZE#HELTESE

@@section FS

SEC_CRIT = $(IgnoreNone)-SHa ; )
SEC SUID = $ (IgnoreNone)-SHa ;
SEC BIN = S (ReadOnly) ;
SEC_CONFIG = $(Dynamic) ;
SEC_LOG = $(Growing) ; > | TENRTAEERELTES
SEC_INVARIANT = +tpug ;
SIG LOW = 33 ;
SIG MED = 66 ;
SIG HI = 100; )
. (LLFES)
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2 (BE)RYL—TFALDT T4 B ==

o W B TS = T~
a | TUVERRBZALARZVT p |/\—3vyiay
b |[EIYETHNTLNSTOVIH r i/—FHEL TS T /N1 RID
c |I/—FDBALRELT s | 7MWY A4X
d |I/—FARTFSNTNST/NARID t | J7MILDIESE
g | I7FAIVDEREIIN—T u | I7IILOFRELI—Y
i |i/—FES C | CRC-32/\vyiafl
| TJ74IL A4 X D&M H |Haval/\wi &
m | 7ML OEFHBE M | MD5/\vi afB
n D% S SHA/\w a1 1E

HOMLOHAZTINTNLER

ReadOnly mABRYERI7AIL +pinugtsdbmCM-rlacSH
Dynamic BHRICEIET DT +pinugtd-srlbbamcCMSH
Growing A XHIEMTBHIT74M)L +pinugtdl-srbamcCMSH
Device TINARTF7AIL +pugsdr—intlbbamcCMSH
IgnoreAll ETHORERMEESRITSHI7714)L —pinugtsdrlbamcCMSH
IgnoreNone ETHREMEZERILSII7MIL +pinugtsdrbamcCMSH-I
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Mtripwire—setup—keyfiles X 7') 7~ E 1745

# tripwire-setup-keyfiles

Creating key files... F—T7MILDER

Enter the site keyfile passphrase: abcde HYAFX—INRIL—X%EA S

Verify the site keyfile passphrase: abcde

Generating key (this may take several minutes)...Key generation complete.
Enter the local keyfile passphrase: 123456 A—AILF—NRIL—XF AN
Enter the local keyfile passphrase: 123456

Generating key (this may take several minutes)...Key generation complete.

Signing configuration file... '
Plese enter your site passphrase: abcde

Wrote configuration file: /etc/tripwire/tw.cfg

Signing configuration file... > BREITFZAI R —T7AMIL~DES
Plese enter your site passphrase: abcde
Wrote policy file: /etc/tripwire/tw.pol

. (LUTFER) /

Linux
Professional ,
Inrsoti(te:ts(;ona © LPI-Japan 2014. All rights reserved. 42



2 @F—4R— 20U N

L e O et

Mtripwire ——init

# tripwire —--init

Please enter your local passphrase: abcdefg
Parsing policy file: /etc/tripwire/tw.pol

Generating the database...

*** Processing Unix File System ***

Wrote database file: /var/lib/tripwire/station200.example.com.twd

The database was successfully generated. (——m

# 1ls /var/lib/tripwire
report/ station200.example.com.twd
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Mtripwire ——check

o MM IIRICRIRIZLEAR—ME4ER

# tripwire --check

Report generated by:
Report created on:
Database last updated on:

Host name:

Host IP address:

Host 1ID:

Policy file used:
Configuration file used:
Database file used:
Command line used:

. (B%)

Parsing policy file: /etc/tripwire/tw.pol
Wrote report file: /var/lib/tripwire/station200.example.com.-20120128-140000.twr

Open Source Tripwire(R) 2.4.2.2 Integrity Check Report

root
20124018288 14Ff00%4 008

20124018288 1383049 00%)

station200.example.com
192.168.1.200

None
/etc/tripwire/tw.pol
/etc/tripwire/tw.cfg

/var/lib/tripwire/station200.example.com. twd

tripwire -check
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# twprint --print-report --twrfile station200.example.com-20120128-140000.twr

Section: Linux File System

Rule Name Severity Level Added Removed Modified
* User Directory 100 0 0 1
(/home)
* Configuration Files 100 0 0 9
(/etc)
Total objects scanned: 2625
Total violations found: 10

Rule Name: User Directory
Severity Level: 100

Modified:

A\Y /homell

Rule Name: Configuration Files
Severity Level: 100

Modified:

\\/etcl/

“/etc/group”

“/etc/passwd”

o (TR
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Mtripwire ——update
s RMEMERDT—AIRN—RXZEHTDH

# cd /var/lib/tripwire/report

# tripwire --update -a --twrfile station200.example.com-20120128-133000.twr
Please enter your local passphrase: abcdefg

Wrote database file: /var/lib/tripwire/station200.example.com.twd

L e O et
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BNessusD T E

e Tenable Network Securitytt N EIE I HHE55ERX v F

o« Y—IILDFA—KRIIRELN. EFHHTOFAHITEE
s MBMDFVIIEITITAUEFERTHIEITLYERE

o BREZHRILGTZVAVNHAEINTILND

BNASL (Nessus Attack Scripting Language)
* NessusT SV ARV T aiEibd 51-bDEEE
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BNessusfEFFH EDIE R
o AXYUMRIRAMOKRYNT—IADETR
- MRRADIE I RFYNT—IRS T4 0D BT DAIREMEN B D
- EEXYRRANUSNANEIERALGL

s BEIRMDIF7AT IA—ILRPIDSANDAFXv>
- 77— ERL HBEALINDZENHD
— IN—YFIITF7AT7 24— ILTHRERENTOVIEINEZENH D

BNessus {2 AF—JLIZILELZED
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Nessus’

AT LA—FEFAIIC
A—HF-NRT—FDF
RO E

> TENABLE
Network Security”
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FREI24 ryhT—UtFaTa

% X274 RXF+7F Nessus
o

A TA S =/~

O N E/__
WS04 —&F
L) Nessus kocuser | Heip | Avout |

Policies

@ Edit POIICy Filter Show Only Enabled Plugins Reset Filter

Families Plugins

General

17303 ArGoSoft FTP

s nessonee| - ANONymMous FTP (EE&ZFTP) MA®H
| EIDNEFIVIT TSI

Gain a shell remotely

General

Gentoo Local Security Checks

) CentOS Local Security Checks ) 16321 3Com 3CServer/3aCDaemon FTP Server Multiple Vulnerabilities (OF, FS, PD, DoS
Y p!
Credentials O DNS O 11185 3Com NBX ftpd CEL Command Remate Overflow (1)
Plugins () Databases () 11184 3Com NBX ftpd CEL Command Remate Overflow (2)
O Debian Local Security Checks O 14195 4D WebStar Pre-authentication FTP Overflow
REIZENES ) Default Unix Accounts ) 14241 4D WebSTAR Symlink Privilege Escalation
¥ g
O Denial of Service O 16628  Ability FTP Server Multiple Command Remate Buffer Overflows
» 7 © 10008 AIXFTPd libc Library Remote Buffer Overflow
() Fedora Local Security Checks () 10079 Anonymous FTP Enabled
() Fingerabuses ) 10088 Anonymous FTP Writeable ggiory
() Firewalls Q) 15628 ArGoSoft FTP Server Ink Shol g File Manipulation
) FreeBSD Local Security Checks ) 16334 ArGoSoft FTP Server<1.4.28M &g[abilities
¥
@ @
@ @
(@] @

L4

HP-UX Local Security Checks
Plugin Description

Anonymous FTP Enabled

Anonymous logins are allowed on the remote FTP server.

This FTP service allows anonymous logins. Any remote user may connect
and authenticate without providing a passwaord or unigue credentials.
This allows a user to access any files made available on the FTP server

Solution
Disable anonymous FTP if it is not required. Routinely check the FTP
server to ensure sensitive content is not available.

Enabled Families: 43  Enabled Plugins: 4 Enable All Disable All

Cancel Submit
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|
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BFIyILR—

53 Nessus

Reports

Report Info
Hosts

Ports / Protocols

Download Report

Show Filters

Reset Filters

Active Filters
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test

Plugin ID: 5
Plugin Name: CentOS : RHSA-Z

~

murata | Halp | About I Log out

127.0.0.1 m Detail 160 results

Port/ Service: generalitcp Severity:

Synopsis: The remote host is missing a security update
The remote CentOS system is missing a security update which has been
documented in Red Hat advisary RHSA-2011-1212

Solution
Update the affected package(s) using, for example, 'yum update’.

See Also
https:irhn.redhat.com/erratalRHSA-2011-1212.html

Risk Factor: High

Plugin Output
Remote package installed : kemel-2.6.18-128.el5
Should be : kernel-2.6.18-274.3.1.el5

Remote package installed : kemel-devel-2.6.18-128.el5
Should be : kernel-devel-2.6.18-274.3.1.el6

Remote package installed : kemel-headers-2.6.18-128.&l5
Should be : kemel-headers-2 6.18-274.3.1.el5

Plugin Publication Date: 2011/09/23

®Synopsis: &

®Description: Hz55 14 DR BH

®Solution: fRRE

®See Also: BEH 1 MURL

®Risk Factor: f&EP&E (High, Medium, Low)

®Plugin Output: TS AN DOHEIARE

®Plugin Publication Date: 75454/ D ABH

T——— ®Plugin Last Modification Date: 759 4/ DHRIEEEHH

Plugin Last Modification Date: 2011/09/23
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BENmap DT E
o BEfANZROVE1—ATEDR—IAREARESNTLNEINERET D Y—IL
o FAMIR—FZE->TIREILTLWA Y —EANEETES

[Z2K] nmap [RE¥¥Y2E2A4T.] [T ar] {3—5 YD IETE]
-sS TCP SYNAFv>ZFHT %
=T TCP connectORFvZFHT 5
_sF ATIVAFINAF vz AT 5
-A OSEN—IaV DIREZEAIREIZT 5
-0 OSSR ZE1T
~T4 MBESRIZETT S
—v TTRELRNILE LTS
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FREI24 ryhT—UtFaTa

2 R—FXF v FNmap -

N B TS~

BZenmap GUITO H A4

e} Zenmap SN

Scan Tools Profile Help

Target: "127.0.0.1 ‘v\ Profile: [ \j\ | Scan|

Command: |nmap -sS -T4 -0 -A -v 127.0.0.1 |

1 Hosts ” Services ‘ meap Output | Ports / Hosts Topology ' Host Details  Scans |

0S | Host | nmap -sS -T4 -0 -A -v 127.0.0.1 A | Details

MM LN LM T ML AV ee ) Ve AWo m LU o

Nmap scan report for localhost (127.6.60.1)

Host is up (0.00010s latency).

Not shown: 996 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.3 (protocol 2.0)

| ssh-hostkey: 1024 05:ba:ce:0f:1f:48:fd:db:29:6a:44:fe:87:03:28:3b (DSA)
| 2048 ee:1c:54:9¢:33:94:7f:eb:6b:23:85:12:40:72:d6:91 (RSA)
25/tcp open smtp Postfix smtpd

111/tcp open rpchind 2-4 (rpc #100000)

631/tcp open ipp CUPS| 1.4

| http-methods: GET HEAD OPTIONS POST PUT

| Potentially risky methods: PUT

| See http://nmap.org/nsedoc/scripts/http-methods.html

| http-robots.txt: 1 disallowed entry

|/

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.19 - 2.6.36

Uptime guess: 0.196 days (since Wed Jan 4 11:40:08 2012)
Network Distance: 0 hops

TCP Sequence Prediction: Difficulty=197 (Good luck!)

IP ID Sequence Generation: All zeros
Service Info: Host: client.example.com

[>)

A

Read data files from: /usr/share/nmap
0S and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
| Nmap done: 1 IP address (1 host up) scanned in 9.08 seconds
(€T Y| Raw packets sent: 1019 (45.598KB) | Rcvd: 2045 (87.076KB)

‘ Filter Hosts ‘ —
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o GUIMVA—DJIARTEMET B/ N\ yhT ¥ TFvY—IL

o AVEA—ANBIETAEIZ/NTINEINELBRITTAIEMNTES

e CUITIdtsharkav 2 rEFEE

L e O et

BWireshark D E 75 #4HE
o TCP/IPZIFILHETHEZLDTARIIVIZH I
s BEDNEMETVYIFV/RITTHODT1ILAREEE
o Ny~ ERERERIIZEEATRIEE
e TCPRM)—LD#HILTHHEE
o MG HETERORTR. U 7 7EREEE
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4 24 RykT—HEEaTq F
s tecpdump —

iR
o ARVRSAVTERAT /TR TFoU—IL

CESTet]

# tcpdump

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, link-type EN1OMB (Ethernet), capture size 65535 bytes
16:29:52.332843 IP 192.168.1.100 > 192.168.1.123: ICMP echo request, id 5485, seq
1, length 64

16:29:52.359433 IP 192.168.1.123 > 192.168.1.100: ICMP echo reply, id 5485, seq 1,
length 64

16:29:53.334391 IP 192.168.1.100 > 192.168.1.123: ICMP echo request, id 5485, seqg

... (FRE&)

4, length o4
16:29:55.337177 IP 192.168.1.123 > 192.168.1.100: ICMP echo reply, id 5485, seq 4,
length 64

8 packets captured
8 packets received by filter
0 packets dropped by kernel
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o LPICEKER I R AHE http://www.kcc.co,jp/Ipic/

o LinuxZME . LinuxH—/\{EEE
o TDMh, RYRT—-tF ) T4 -XML-Web$R fli75 &
ZRBITHHEZ HRETA AL TIgH

ITHE AT BHE
_ oLinux (EW# - DX TLEE - H—/\EE)
-’ Linux ~ @y kJ—7% (TCP/IP - LAN/WAN - SR 1lT)
2y hJ—2 Microsoft .t#‘:'-l}%’f (*ﬁf’ﬁﬁggﬁ.' thl')7_'47*°))‘>l~)
Office ® XML (XML/DTD = XSLT - XML Schema)
I | ®Web#ffT (HTML - CSS - JavaScript * Ajax)
eJO4 5324 (C-Java - Android - Perl - PHP * Ruby)
t¥1U5« XML ® Microsoft Office (EHE/SH - VBA)

®LPICLAN)L1~3

PN OXMLYRAZ— - R—=2 Y

€ CompTIAA+ - Network+ * Security+
@& Ruby# lT &R EER Silver

& [FER L IR T B BR
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