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# ntpdate 10.1.2.100 —)
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$HOME/.ssh letc/ssh
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ssh_host_rsa.key.pub
ssh_host_rsa.key

@ SSHEEHE KRR : Ipic-01.example.com
X IPZFL X : 10.1.2.100 /

;EI

$ssh -llIpic 10.1.2.100 —@®
The authenticity of host '10.1.2.100 (10.1.2.100)' can't be established.

RSA key fingerprint is 03:71:6d:ce:ef:41:91:d8:9f:a4:¢c9:8f:be:b1:24:f8. —@
Are you sure you want to continue connecting (yes/no)? yes —@
Warning: Permanently added ‘10.1.2.100" (RSA) to the list of known hosts.
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ssh_host_rsa.key.pub
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|

KRR : Ipic-01.example.com
IPZFL X : 10.1.2.100

$ssh -llIpic 10.1.2.100 —@®
lpic@10.1.2.100’s password : XXXXXXXX 3 i¥1

X E1
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ssh_host_rsa.key.pub
ssh_host_rsa.key

P43 Server )

KRR : Ipic-01.example.com
IP7ELZ : 10.1.2.100 /

$ssh -llpic 10.1.2.100
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@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

eejeeelcleeelaeecceelaeeclaeelceeecleeelelelecele)
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!

It is also possible that the RSA host key has just been changed.

The fingerprint for the RSA key sent by the remote host is
16:86:ae:64:03:a3:91:51:29:94:10:44:5a:cb:bf:49.

Please contact your system administrator.

Add correct host key in /root/.ssh/known_hosts to get rid of this message.
Offending key in /Ipic/.ssh/known_hosts:7

RSA host key for 10.1.2.100 has changed and you have requested strict checking.
Host key verification failed. —®)
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— SSH Server 18 - ${HOME}/.ssh/authorized_keys (A— A& X )

e OTK
— SSH Client 18I : ssh-keygen [ 73> ] xom
. scp AE—3tFiles OE—4%HRAME :OE—5% File$h
. ssh-agent [ 73y ]
. ssh-add [ 73> ]
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/ SSH Client \

$HOME/.ssh

$ecret Rublic
AA S m

$ ssh-keygen -t rsa —Q@)
Enter file in which to save the key (/Ipic/.ssh/id_rsa): xxxx 3 ix1

Enter passphrase (empty for no passphrase): XXXXXXXX

Enter same passphrase again: XXXXXXXX

X EL

HARBZERLTEI DT, TEESLZEN, AT EMEDFTFIERT HHE (X RA A TEnterZ L TS,
RE/NAT—FTRELEWVMESIX. RL/ART—RE2EA DL TSN, FNART—FZBRELLGVIELAIEETT,

y  Linux
Professional
Institute

© LPI-Japan 2013. All rights reserved. 32



F i R 25 VSN

B FEI0 BEEIZEEdZT—2DORE
e OenSSH (/BRI EN1EAZER)
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Q &%
$HOME
$HOME/.ssh P4
[ I R
"‘A% I | A
o Ipic_key.pub
o _ RRF4 : Ipic-01.example.com
& 1—H4 : Ipic IP7EL X : 10.1.2.100 j

$ scp $HOME/.ssh/id_rsa.pub Ipic@10.1.2.100:1pic_key.
lpic@10.1.2.100°s password: XXXXXXXX ¢¥2
Ipic_key.pub 100% 410 0.4KB/s 00:00

% ;¥1 aF—%file£ (Ipic_key.pub) (FEEDIT7MIILBERELET,
X E2 NRAT—FIEEZA—ICIEBATRMIZRRIESNEFLAD T, TFEELIZSLY,
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@ &&

$HOME/.ssh $HOME/.ssh

RA7

‘q $sgret Rublic ! = B\ blic
| Y ‘\‘ ¢ " A\‘% }? i / }@
( ‘ ’ \. 0

authorized_keys

- _ RARE : Ipic-01.example.com
& 1—44 : Ipic IPPELZ : 10.1.2.100 /

$ ssh -l Ipic@10.1.2.100 —®@

lpic@10.1.2.100°s password: XXXXXXXX ¢¥1
$ mkdir SHOME/.ssh

$ cat SHOME/Ipic key.pub >> $HOME/.ssh/authorized keys

$ chmod 600 $HOME/.ssh/authori zed_keys
X 3E1 NRAD—FRIEFEZZ—IZIFBATRMIZRRIISNEBAD T, TEELESLY,
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$ exit

$ ssh -l Ipic@10.1.2.100 —@

Enter passphrase for key ‘/Ipic/.sshfid_rsa’: xxxxxxxx —@® x:x1

Last login: days Mon day MM:DD:SS YYYY from SSH ClientIP7 KL X
$

¥ 3E1 NRAT—FREFEZA—IZIFBATHICRREEINT ., T, 6. D. @FABIFXE=4—IZIXHARMIZR TSN E
HADT, TEELFESLY,

Linux
Professional
Inrsoti‘te:ts:na © LPI-Japan 2013. All rights reserved. 36



F i R 25 VSN

B IFEI0 BSitIckdT—20DRE
e OenSSH (/A FABEEEEE) DRE-E =
- INAT—F AR

— sshavw o r&EFE-of-)E—rAOT A TlE /ISR —REREE. 2
BRI LH 12 E—FRRARADOY AUBEIZ/SRT—R DA AH

WETY,
- A—YWERIS AT —FZRELEWVGEIIFISNTIN. £
Fa) T4 LB TEBHYEE A,

<NAD)—FRBIADIHEE>
$ ssh -l lpic@10.1.2.100

lpic@10.1.2.100°’s password: XXXXXXXX ¥l

<AHRBEIDIHE >
$ ssh -l lpic@10.1.2.100

Enter passphrase for key /Ipic/.ssh/id_rsa’: XXXXXXXX 1

X EL NRAT—FFEZA—IZEATHIZRRIESAD T, TEELESL,
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- A—HYMEREATVIZEETS
— ssh-agent
» ssh-add

$ ssh-agent bash

$ ps aux | grep ssh-agent
lpic 26260 0.0 0.0 54916 808 ? Ss 10:43 0:00 ssh-agent bash
$ ssh-add

Enter passphrase for key ‘/Ipic/.ssh/id_rsa’: XXXXXXXX ;¥1
$ ssh-add -

2048 c1:6¢:68:e0:1a:bc:35:3:9a:8d:02:f0:¢9:6b:68:ec /Ipic/.ssh/id_rsa (RSA)
$ ssh -l lpic@10.1.2.100

Last login: days Mon day MM:DD:SS YYYY from SSH ClientIP7 KL X

$
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